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Access:  The technology choices available by which users can connect to the 
public data network at the level they demand or need (dial-up, cable, DSL, ISDN, 
wireless, etc.) 
 
Anti-virus Software:  Programs to detect and remove computer viruses. The 
simplest kind scans executable files and boot blocks for a list of known viruses. 
Others are constantly active, attempting to detect the actions of  general classes of 
viruses. Anti-virus software must be regularly updated to be effective against the 
latest viruses as they are released and discovered. 
 
Authentication: The process of verifying that an electronic identifier is     correctly 
mapped to the person using it. Authentication may take a variety of forms and 
typically relies on one or more of the following: 


- Something you know, such as a password; 
- Something you have, such as a smartcard with a public-key              


certificate; 
- Some personal attribute, evidenced by a retinal scan, fingerprint, or photo. 


 
B2B (business-to-business):  The exchange of products, services, or information 
between two or more businesses using networked technologies. 
 
B2C (business-to-consumer):  The exchange of products, services, or information 
between businesses and consumers over the Internet. 
 
Bandwidth:  The amount of data that can be transmitted in a given amount of time 
over a particular connection. 
 
bps:  Measurement of transmission speed - bits per second. 
 
Broadband:  High speed data transmission over which a single medium can carry 
several channels at once.  DSL and cable modem service are broadband services. 
 
Business intelligence (BI): A broad category of applications and technologies for 
gathering, storing, analyzing, and providing access to data to help enterprise users 
make better business decisions. BI applications include the activities of decision 
support systems, query and reporting, online analytical processing (OLAP), 
statistical analysis, forecasting, and data mining.  
 
Cable modem:  A device that enables a personal computer to be connected to a 
local cable TV line and receive and send data.   
 
Colleague Application/Database:  The application (developed by Datatel, Inc.) 
used by the College for Enterprise Resource Planning (ERP). It is a collection of 
software programs that tie all of the various diverse functions (student services, 
business operations, finance, HR, etc.) into a cohesive database. 
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Course Management System (CMS): See Learning Management System. 
 
Data Warehouse: A database designed specifically to support decision-making 
(Business Intelligence). It is a data repository which may be populated from multiple 
sources, including multiple transaction-oriented databases. 
 
Data Base Management System (DBMS): A complex set of programs that control 
the organization, storage and retrieval of data for many users; extensively used in 
business environments. Data is organized in fields, records and files. A database 
management system must also control the security of the database. 
 
Dial-up access (modem):  Refers to connecting to the Internet via a modem and 
standard telephone line.  Maximum speed is 56 Kbps. 
 
Digital Subscriber Lines (DSL):  One of many variations of DSL, the most 
common of which is ADSL, asymmetric digital subscriber line service. 
 
Distributed computing:  An industry-standard software technology for setting up 
and managing computing and data exchange in a system of  networked computers. 
 
Domain name:  The unique name that identifies an Internet site and its address. 
 
Digital Subscriber Line (DSL):  A technology which enables the ordinary copper 
component of telephone lines to carry data at rates much higher than ISDN.  
Maximum speed is 8 Mbps. 
 
Electronic business (e-Business):  The transformation of key business processes 
through the use of Internet technologies. 
 
Electronic commerce (e-Commerce):  Commercial and noncommercial 
transactions facilitated through the use of networked technologies, such as over the 
Worldwide Web. 
 
Electronic Mail Services/System (E-mail):  Any messaging system that depends 
on computing facilities to create, send, forward, reply to, transmit, store, hold, copy, 
download, display, view, read, or print computer records for purposes of 
asynchronous communication across computer network systems between or among 
individuals or groups, that is either explicitly denoted as a system for electronic mail; 
or is implicitly used for such purposes, including services such as electronic bulletin 
boards, listserves, and newsgroups. 
 
Electronic Data Interchange (EDI):  The transfer of data between companies using 
computer networks, such as the Internet. 
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Electronic Mailbox:  A file (or folder) designated to a particular user on a particular 
computer in which received electronic mail messages are stored ready for the user 
to read them. Using the example firstname.lastname@sinclair.edu, 
“firstname.lastname” is the name of the user’s mailbox file on the mail server. 
 
Email Address:  The string used to specify the source or destination of an 
electronic mail message. A typical college e-mail address format is 
firstname.lastname@sinclair.edu. 
 
Email Distribution List:  A distribution list is a group of recipients, all gathered 
under one name, or address. A distribution list allows you to send a message to all 
of the recipients by entering just that one address. There are two common kinds of 
distribution lists: Personal Distribution Lists (stored on an individual’s PC) and Public 
Distribution Lists (server-based). See their  individual definitions. 
 
Email Record/Email Message:  Any or several electronic computer records or 
messages created, sent, forwarded, replied to, transmitted, stored, held, copied, 
downloaded, displayed, viewed, read, or printed by one or several email systems or 
services. This definition of email records applies equally to the contents of such 
records and to transactional information associated with such records, such as 
headers, summaries, addresses, and addressees.  
 
Email Users:  Individual(s) who create, send, forward, reply to, transmit, store, hold, 
copy, download, display, view, read, or print email (with the aid of College email 
services). A (College) Email User is an individual who makes use of (College) email 
services. Receipt of email prior to actual viewing is excluded from this definition of 
“use” to the extent that the recipient does not have advance knowledge of the 
contents of the email record. 
 
Encrypted/Encryption:  Procedures using algorithms to encode or convert plain 
text into cipher-text to prevent any but the intended recipient from reading that data. 
There are many types of data encryption; they are the basis of network security. 
 
Enterprise Resource Planning (ERP): A system that supports the planning and 
management of all the resources in an enterprise - a multi-module software system 
that supports enterprise resource planning. An ERP system typically includes a 
relational database and applications for managing purchasing, inventory, personnel, 
customer service, shipping, financial planning, and other important aspects of the 
business. 
 
Frame Relay:  Used for connecting local and wide area networks - can    support 
data transfer at T-1 and T-3 speeds. 
 
Gigabits per second (Gbps):  A measurement of the rate of speed at which data is 
transferred (e.g., 1 Gbps equals 1 billion bits per second). 
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Infrastructure:  The communication networks that connect users to a networked 
environment such as the Internet. 
 
Information Technology (IT):  The broad subject concerned with all forms of 
technology used to manage and process information electronically. 
 
Integrated Services Digital Network (ISDN):  A service that allows for higher data 
transmission speeds over telephone lines and is capable of handling at least two 
services over one line simultaneously (i.e., voice and fax or voice and data).  
Maximum speed is 128 Kbps. 
 
Internet Service Provider (ISP):  A company or organization that provides users 
with connectivity to the Internet. 
 
Kilobits per second (Kbps):  The rate of speed at which data is transferred (e.g., 1 
Kbps equals 1,000 bits per second). 
 
Local Area Network (LAN):  A network of interconnected workstations that share 
the resources of a single processor or server within a relatively small geographic 
area, such as an office. 
 
Lightweight Directory Access Protocol (LDAP): An online directory service 
protocol defined by the Internet Engineering Task Force (IETF) which is a 
simplification of Directory Access Protocol (DAP). An LDAP directory entry is a 
collection of attributes with a unique identifier, called a distinguished name (DN). 
The directory system is in a hierarchical structure. 
 
Learning Management System (LMS): A software application or Web-based 
technology used to plan, implement, and assess a specific learning process. 
Typically, a learning management system provides an instructor with a way to 
create and deliver content, monitor student participation, and assess student 
performance. A learning management system may also provide students with the 
ability to use interactive features such as threaded discussions, video conferencing, 
and discussion forums. The Advanced   Distributed Learning group, sponsored by 
the United States Department of  Defense, has created a set of specifications called 
Shareable Content Object Reference Model (SCORM) to encourage the 
standardization of learning management systems. 
 
Letter or Mail Bomb:  An email message containing malicious code intended to do 
nefarious things to the recipient’s computer or network. Also, to send, or urge others 
to send, massive amounts of electronic mail to a single system or person, with intent 
to crash or spam the recipient’s system. Letter or Mail bombing is a serious offense 
and is not tolerated. 
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List Owner:  Individual(s) who establish the scope and distribution of and perform 
the maintenance of email distribution lists. 
 
Malicious Code:  Code is a common term used to describe a set of instructions to  
a computer, also called program or software. Malicious code  in general can be 
defined as “software which interferes with the normal operation of a computer 
system.” Another general definition might be “software which executes without the 
express consent of the user.” Common types of malicious code include viruses, 
Trojans, and worms. 
 
Megabits per second (Mbps):  A measurement of the rate of speed at which data 
is transferred (e.g., 1 Mbps equals 1 million bits per second). 
 
Mobile e-Commerce (m-Commerce):  Commercial and noncommercial 
transactions facilitated through the use of wireless networked devices. 
 
Microsoft Outlook:  The Microsoft “groupware” information management and 
communication software used by the college for email communication, group 
planning and scheduling, and contact/task management. 
 
Online Analytical Processing (OLAP): A method of database indexing that 
enhances quick access to data, especially in queries calling for large quantities of 
data or viewing the data from many different aspects. 
 
Personal Distribution Lists:  These lists are created by individuals for their own 
use. Personal distribution list files are stored in the individual’s Personal Address 
Book. Personal Address Books usually reside on the individual’s hard drive (or a 
drive of their choice). These lists are called “Personal” as they should be created for 
personal (one person) use. Sinclair users are permitted to create and share the lists 
to facilitate group communication. 
 
Point Of Sale (POS): The time and place in which a transaction is made. Point of 
sale computer systems include cash registers, optical scanners, magnetic card 
readers, and special terminals. Reading product tags, updating inventory, and 
checking credit are some of the operations performed at the point of sale. 
 
Privacy policy:  A statement by an organization describing the ways in which it 
collects, stores, and uses personal information gathered from citizens and 
consumers. 
 
Public Distribution Lists:  These are created by IT staff for use by all Sinclair 
users. The distribution list files are stored on the Exchange Mail server. These lists 
are called “Public” as they are designed to be available   to all users. Use of these 
lists is for academic and administrative purposes only as misuse wastes system 
resources and can affect the entire College network. 
 







 


 


Inform
ation Technology D


ivision 
Appendix A 


In
fo


rm
at


io
n 


Te
ch


no
lo


gy
 D


iv
is


io
n 


Master Plan  2004 - 2005 


                     A-7 


Role-based Access: After official authentication, access to Information Technology 
resources is granted based on the individual’s role at the institution.  As an example, 
a faculty member would have access to a totally different set of resources than a 
student, and a Dean might have access to a greater set of resources than an 
individual faculty member. 
 
Server:  A computer that provides some service for other computers connected to it 
via a network. A mail server has a drive that hosts user electronic mailboxes and 
receives, stores, and sends email messages via the network. 
 
Spam or Spamming:  Electronic junk mail or junk newsgroup postings. Spam is 
generally email advertising for some product sent to a mailing list or newsgroup. 
Spamming is sending or transmitting these junk messages. Receipt of Spam is 
virtually impossible to control; Spamming to or from college email systems is strictly 
prohibited. 
 
Structured Query Language (SQL - pronounced SQL or Sequel): A language 
used to create, maintain, and query relational databases. It is an ISO and ANSI 
standard. SQL uses regular English words for many of its commands, which makes 
it easy to use. It is often embedded within other programming languages. 
 
SQL Server: A relational Database Management System (DBMS) supplied by 
Microsoft. 
 
T-1:  Point-to-point dedicated phone line connection.  Maximum speed is 1.544 
Mbps. 
 
T-3:  Point-to-point dedicated phone line connection.  Maximum speed is 44.7 
Mbps. 
 
Telecommunications:  Refers to all types of data transmission, from voice to video. 
 
Terabits per second (Tbps):  A measurement of the rate of speed at which data is 
transferred (e.g., 1 Tbps equals 1 trillion bits per second). 
 
User Interface (UI): The means by which a user interacts with a computer. The 
interface includes input devices such as a keyboard, mouse, stylus, or microphone; 
the computer screen and what appears on it; the way commands are given, etc. 
With a command-line interface, only text appears on the screen, and the user must 
type in commands; with a graphical user interface, windows, mice, menus, and 
icons are used to communicate with the computer. 
 
Usage:  The extent to which business, government and household users utilize the 
Internet access and infrastructure available to them. 
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User Login/Logon ID:  The string that, in conjunction with the password, identifies 
a user to the network. A typical college user ID consists of the user’s first and last 
name separated by a period. As in “firstname.lastname”. 
 
Virtual private network (VPN):  A private data network using the public  
telecommunication infrastructure with security procedures that maintain privacy. 
 
Virus:  A program or piece of code that generally executes without the user’s 
knowledge and runs against their wishes. Most viruses are malicious in nature and 
can also replicate themselves. All computer viruses are man-made and vary in 
degree of danger. Even a simple virus that replicates itself without actually harming 
system files is dangerous because it quickly uses available memory and other 
resources. A more dangerous type of virus is one capable of transmitting across 
networks and mutating to bypass security systems. 
 
Wide Area Network (WAN):  A geographically dispersed telecommunication 
network. 
 
Web Content Management System (WCMS): A system or set of tools used to 
manage the content of a Website.  Typically, a WCMS consists of  two elements: 
the content management application and the content delivery application. The 
content management application allows the content  manager or author, who may 
not know Hypertext Markup Language (HTML), to manage the creation, 
modification, and removal of content from a Website (via an intermediate database) 
without needing the expertise of a Web Developer. The delivery element uses and 
compiles that information along with predefined templates to generate web pages. 
The features of a WCMS system vary, but most include a data repository, format 
management, revision control, indexing, search, and retrieval. 
 
Wireless access:  A communications system in which radio-frequency or infrared 
waves carry a signal through the air, rather than along a wire. 
 
World Wide Web (WWW):  The system of Internet servers and users that support 
documents formatted in the HTML language. 
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Challenges 
 
Sinclair Community College relies extensively on Information Technology resources 
to fulfill its mission of “helping individuals turn dreams into achievable goals through 
accessible, high quality, affordable learning opportunities.”   
 
The challenges faced by the Information Technology Division to promote and 
enhance more effective learning include: 
 


• Maintaining a secure and private Information Technology environment; 


• providing optimum availability of Information Technology resources; and 


• providing state-of-the-art Information Technology tools to facilitate faculty, 
student, and staff, communication, collaboration, and access to information. 


 
Determination of which technologies to pursue to strengthen learning is extremely 
difficult with changes occurring so rapidly; however, several that must be 
investigated to ascertain their respective impacts are streaming media, wireless 
networking, and instant messaging.  Although there are differing views on the 
importance of these technologies in the learning environment, the future student 
population has adopted many of these technologies as an integral part of their daily 
lifestyle.  The Information Technology Division must work closely with all academic 
and administrative divisions to strengthen and broaden learning opportunities 
throughout the college. 
 
 
Current Information Technology Issues 
 
In the fifth annual EDUCAUSE Information Technology Current Issues survey, the 
top ten issues were not much different than last year.  The top ten identified as 
critical to achieving strategic success were: 
  


• Funding IT 
• Administrative / ERP / Information Systems 
• Security and Identity Management 
• Strategic Planning for IT 
• Faculty Development, Support, and Training 
• Infrastructure Management for IT 
• E-Learning / Distributed Teaching and Learning 
• Web Services / Web-based Systems 
• Enterprise-level Portals 
• Business Continuity / Disaster Recovery 
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Major Accomplishments for FY2003-2004 
 
Descriptions of five of these Major Accomplishments follow. 
 
 
Room Scheduling Project                  
 
This project required the implementation of a software package called Resource 25 
by CollegeNET and it’s interface with Datatel’s Colleague system.  With this system, 
our ability to schedule classrooms for both instructional and non-instructional 
purposes is enhanced through a web-based interface and improved reporting 
capabilities.  The system also allows events to be scheduled during times when 
classrooms are not in use for classes.  Reports on those activities can be extracted 
from the system for reporting to the Board of Regents.  That reporting had formerly 
been a manual process.  Figure 1-1 contains a sample schedule for a specific room. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1-1. Sample Resource 25 Schedule. 
 
 
Transfer Information On-Line 
 
One of the goals of the Ohio Board of Regents Technology Initiative grant, received 
in 2002 was the development of on-line transfer information, specifically geared 
toward articulation to Wright State University.  That requirement was fulfilled through 
the development of the new Web Site, shown in Figure 1-2, and the inclusion of 
transfer information with each academic division’s site.  Division information for each 
area includes links to transfer equivalencies.  Individual departments within the 
divisions also have the option to include links to transfer information on the portion 
of the site that they maintain. 
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Figure 1-2.  Transfer Options Website. 
 
 
Wireless Networking 
 
Wireless networking is becoming a very important technology for organizations. 
There are many innovative capabilities that wireless connectivity can provide. 
Beyond this, more and more computing devices are being delivered with built-in 
wireless capability. It is not only necessary for Sinclair to develop a wireless 
strategy, it is also necessary to be able to address the expectations of students who 
want to connect their wireless devices to networks in a growing number of public 
locations. 
 
There are several wireless labs already in place on campus. In addition, multiple 
wireless labs were requested in the 2003-04 budget, and this trend will most likely 
continue as more and more devices are sold with built-in wireless capability. Users 
see the ease of making wireless connections as a shortcut to getting spaces cabled  
for network access and a means to access network resources from different kinds of 
devices. 
 
As important as it is to position ourselves to be able to meet the future functionality 
that wireless networking can enable, it is equally important that we design the 
infrastructure securely. Many organizations have implemented wireless to meet the 
demands of internal or external customers without regard to the inherent security 
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risks. Building wireless networks that do not restrict access, or without processes to 
authorize access and limit the capabilities of users based on their roles, are putting 
the entire campus network infrastructures, systems, and data at risk. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1-3.  Wireless Infrastructure. 
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The purpose of this project was to develop a design for a secure implementation of 
wireless networking on campus. Systems and procedures are being put in place that 
will ensure only devices and individuals that are approved to have access to the 
network may do so.  An RFP was developed and vendor responses were evaluated 
to determine which product provided the appropriate capabilities. The vendor 
selected, Airespace, is assisting in the installation of a pilot wireless infrastructure 
that will include the atriums of Buildings 1, 3, 4, and 6 as well as replacing the 
wireless access points that had previously been installed.  Figure 1-3 provides an 
illustration of the Airespace Wireless Infrastructure. 
 
 
Network and Systems Management 
 
ITS has an on-going project to implement and maintain a system that will monitor all 
Windows and UNIX servers and network equipment.  This system is based primarily 
on Hewlett-Packard’s Openview application. This software can be programmed to 
capture all of the messages issued from any server and act on messages according 
to predefined rules.  The work of the administrator of the Openview system is to 
determine which messages are critical, warnings, or information only.  All messages 
are flagged according to their established severity and are displayed at the NOC 
console.  The NOC technicians monitor the messages and provide proactive, 
preventive, and reactive responses as documented in the NOC manual. 
 
All of the UNIX and Windows servers have an Openview agent installed, which 
collects data from the servers and sends it to the Openview console.  The system 
captures messages from each server, which allows us to proactively manage 
performance, disk space, and hardware problems.   The NOC staff monitors the 
consoles, and a plasma screen is mounted in the Systems and Management area to 
ensure high visibility is given to messages the servers are sending out from the 
Openview application system, as shown in Figure 1-4. 
 
We have begun the second phase of the Openview implementation this winter.  In 
this phase all of the network backbone equipment, routers and switches, will be 
monitored by a component of HP Openview called Network Node Manager.  
Network Node Manager will constantly monitor various statistics that are gathered 
within network devices and create messages that are displayed within Openview to 
be categorized according to their priority and handled appropriately.  
 
Using the new tools will allow the department to prevent serious disruptions.  This 
information will also provide statistics on network traffic and enable ITS to predict if 
additional network equipment is needed, or if a some other change is required to 
maintain established network response time expectations. 
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Figure 1-4.  HP Openview Display. 
 
 
Test vs. Production Procedures & Documentation 
 
Specific procedures for updating/patching server information, operating systems, 
applications, custom code, etc. should be developed and documented.  This 
includes delineating the specific types of changes that must be accomplished on the 
test system before being applied to the production (live) system, and the 
processes/steps required to move entities from test to production. 
 
Qualitative/Quantitative ROI: 
 
Formal change management processes result in increased staff productivity, 
reduced backlogs, and the ability to handle higher volumes of systems changes. 
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Major Projects for FY2004-2005 
 
Descriptions of five of these Major Projects follow. 
 
 
Curriculum Development Support System 
 
Web Systems staff are working with the Academic Division to create a new       
Web-based system for initiating, tracking, and approving changes to courses and 
programs.  The current Keyfile system does not provide all of the functionality 
needed and stores information in a format that is not easily retrieved by other 
systems.  We are in the process of developing a Web-based system, shown in 
Figure 1-5,  that includes review and approval processes and stores information     
in a Microsoft SQL Server database, which can subsequently serve as a central 
repository for information displayed on the Web or used in other ways.  
 
 


Figure 1-5. Curriculum Management Tool. 
 
 
Web-based College Catalog 
 
The intent of this project is to include all components of the current college catalog 
on the Web site.  Using the content-management system and database features of 
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the site, the Web could then become the primary source for catalog information.  All 
updates would occur through the tools available for updating the Web site.  For the 
creation of the printed catalog, information could be extracted from the Web 
database, reformatted for printing, and the process of generating the catalog could 
be simplified. 
 
Qualitative/Quantitative Return on Investment: 
 
Automating the creation of the catalog should reduce editing and layout time.  With 
departments directly responsible for the content on the Web site, greater accuracy 
should be achieved. 
 
 
Network Desktop Security 
 
Last year we experienced a significant increase in the amount and sophistication of 
viral and hacker activity designed to exploit software vulnerabilities.   This increased 
activity has caused ITS to re-evaluate the mechanisms used to protect all 
technology resources.  It is no longer adequate to rely on virus scanning software 
alone to protect the network from these more sophisticated threats. 
 
The scope of this project is to evaluate, and possibly employ, emergent 
technologies to create an additional barrier of defense and/or provide faster, more 
efficient and more effective responses to these threats.  Some of the technologies 
evaluated will include, but are not limited to, the following: 
  


• ePolicy Orchestrator (ePO) – A software solution that will enable ITS to 
centrally manage and enforce anti-virus policies transparent to the users.  
This will result in increased uptime and security by not requiring users to 
reboot their PC’s to obtain anti-virus updates. 


• Entercept – A software solution installed on each PC which proactively 
monitors the PC and provides alerts to potential malicious activity.  This 
solution can help prevent unauthorized software from installing, protecting 
both PC’s and the network from becoming compromised.  This software can 
be centrally managed using ePO. 


• Desktop Firewall – This software application works in addition to the network 
firewall to prevent PC’s from sending or receiving hostile threats from 
unauthorized network traffic or applications.  This software can be centrally 
managed using ePO. 


• User Personalized Networking (UPN)– This technology will allow more 
granular control to network access than is currently possible.  Through UPN, 
authorized users can be given the access they need to network resources 
while preventing unauthorized access or limiting authorized access to specific 
resources. 
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Improved Processes for Image Deployment/Updating/Patching 
 
Image deployment software facilitates the imaging of PCs remotely using a 
capability called IP multicasting.  Using this type of system specific applications or a 
newer version of an application could be deployed easily to a full lab of computers 
simultaneously rather than touching every computer and inserting CDs. 
 
ITS researched and tested different software packages that provide image 
deployment on campus and chose Altiris (see Altiris project from 2003-04).  ITS 
Systems Engineers and Network Application Specialists have attended vendor 
training and are currently testing this software with administrative and lab image 
deployments.  Altiris will provide ITS technicians with the ability to image a large 
quantity of PCs at once and expedite the lab PC replacement process.  Altiris will 
also allow ITS to patch PCs to keep them current with the latest fixes from Microsoft.  
Altiris provides us with a mechanism to accomplish this with a negligible impact on 
the users. 
 
 
Developing and implementing system failure and security incident 
management processes. 
 
Information Security incidents must be properly identified, recorded, reported, 
investigated, and assessed.  The Information Security Program establishes a 
Computer Security Incident Response Team (CSIRT) responsible for identifying, 
assessing, and responding to actual and potential system failures and information 
security incidents.  The assessment responsibilities include: defining, detecting, 
identifying, and categorizing actual and potential “incidents;” determining the impact 
of such incidents; evaluating, recommending, and implementing appropriate 
response; and developing, leading, and implementing recovery and reporting 
procedures. 
 
Qualitative/Quantitative ROI: 
  


• A Computer Security Incident Response Team (CSIRT) will be formally 
established and chartered as primarily responsible for developing and 
implementing the system failure and incident management process. 


• The CSIRT will as a minimum develop: 
ο Definitions/Classification of incidents 
ο Incident detection/reporting methods 
ο Immediate (critical) response procedures 
ο General (non-critical) response procedures 
ο Investigation strategies 
ο Reporting/documentation strategies 
ο Recovery strategies 
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Introduction 
 
Challenges 
 
Sinclair Community College relies extensively on Information Technology resources 
to fulfill its mission of “helping individuals turn dreams into achievable goals through 
accessible, high quality, affordable learning opportunities.”  The College also 
recognizes that principles of academic freedom, freedom of speech, and privacy 
hold important implications for information technology use and services.  Achieving 
the College’s strategic initiatives, goals, and principles increasingly depends on 
enabling infrastructure such as remote access, Web servers and services, efficient 
network/bandwidth management, and integrated business and student 
administration systems. 
 
The challenges faced by the Information Technology Division to promote and 
enhance more effective learning include: 
 


• Maintaining a secure and private Information Technology environment; 


• providing optimum availability of Information Technology resources; and 


• providing state-of-the-art Information Technology tools to facilitate faculty, 
student, and staff, communication, collaboration, and access to information. 


 
Competition from other providers will continue to escalate and influence our need   
to maintain a superior Information Technology environment.  With the rapid 
acceleration in emerging technologies, we must be prepared to respond quickly to 
required program changes and potential shifting populations.  One example is the 
need to improve our reporting and analysis capabilities in order to provide quicker 
and easier access to demographic data, to provide better support for academic and 
administrative decision-making, and to make it easier to respond to social, political, 
and economic changes. 
 
Determination of which technologies to pursue to strengthen learning is extremely 
difficult with changes occurring so rapidly; however, several that must be 
investigated to ascertain their respective impacts are streaming media, wireless 
networking, and instant messaging.  Although there are differing views on the 
importance of these technologies in the learning environment, the future student 
population has adopted many of these technologies as an integral part of their daily 
lifestyle.  The Information Technology Division must work closely with all academic 
and administrative divisions to strengthen and broaden learning opportunities 
throughout the college. 
 
The Information Technology Services Department must focus on increasing the 
availability of infrastructure resources, providing improved technical support 
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capabilities, implementing new state-of-the-art capabilities, expanding access to 
technology resources, and providing improved end-user support. 
 
The Systems Development & Maintenance Department must complete 
implementation of a Data Warehouse to support the reporting and analysis 
functions, implement a comprehensive Business Intelligence toolset (reporting and 
analysis functionality), complete the second phase of the Student Success Plan 
application, and develop a web-based college catalog system, which will become 
the central source for all media versions of the catalog. 
 
The Learning Resources Center must provide expert guidance for the Learning 
Resources Center Renovation Project, implement the new Learning Resources 
Center Collection Development Policy, collaborate with faculty in the redesign and 
implementation of the Computer and Information Literacy Policy, and promote the 
increased utilization of all Learning Resources Center resources. 
 
The Chief Information Security Officer must complete the development of a 
comprehensive Information Security Plan, coordinate the efforts of the Computer 
Security Incident Response Team, and provide documentation and training 
seminars to raise the level of awareness of information security issues for all faculty 
and staff. 
 
Information Technology will continue to play a major role in the development of 
systems and processes used to improve and expand student learning and enhance 
student success. 
 
 
 
 


Information Technology 
Mission 


 
To continuously improve our delivery of affordable, quality, lifelong 
learning opportunities by providing and leveraging an effective set 
of Information Technology tools which enhance student learning 
and facilitate student success. 


Information Technology Vision 
 
Sinclair’s information technologies will provide a comprehensive 
platform of high technology tools that are easy to understand and 
use, and facilitate processes so that any student, faculty, or staff 
can perform all of his/her academic and administrative functions in 
a highly productive and efficient manner, and where students can 
actively explore and personalize their educational experiences. 
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Current Information Technology Issues 
 
In the fifth annual EDUCAUSE Information Technology Current Issues survey, the 
top ten issues were not much different than last year.  The top ten identified as 
critical to achieving strategic success were: 
  


• Funding IT 


• Administrative / ERP / Information Systems 


• Security and Identity Management 


• Strategic Planning for IT 


• Faculty Development, Support, and Training 


• Infrastructure Management for IT 


• E-Learning / Distributed Teaching and Learning 


• Web Services / Web-based Systems 


• Enterprise-level Portals 


• Business Continuity / Disaster Recovery 
 
Following is a brief synopsis of how these issues are being addressed at Sinclair: 
 
Funding IT 
 
The article notes that “accelerating demands for Information Technology services 
and rising costs for IT infrastructure renewal and support, coupled with institutional 
budget cuts, have escalated the need for realistic strategies to fund IT”.  This Master 
Plan includes many projects which focus on new, cost-effective methods to deploy 
technology and support the needs of all constituents.   Examples include: 


 
• Use of the Altiris Suite of software to maintain the PC software inventory, to 


update the PC operating systems, and to update the anti-virus software and 
definitions.  These functions can be performed remotely and thereby 
minimize the number of times that each PC must be visited by a Service 
Technician. 


 


• Use of the HP Openview Suite of software to proactively manage server and 
network performance, disk space utilization, and server or network 
malfunctions.  This will help maximize the availability of the server and 
network infrastructure. 


 


• Use of the Windows OS scripting tools to automate routine network 
management tasks in order to free human resources for other non-routine 
tasks. 
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• Implementation of laser printing for purchase orders, accounts payable 
checks, and payroll checks resulting in a cost reduction for special forms. 


 


• Implementation of WebAdvisor online processes for students, faculty, and 
staff to eliminate the need for additional human resources as enrollment 
grows. 


 


• Implementation of an online Admissions Application to minimize staff data 
entry time. 


 
Administrative / ERP / Information Systems 
 
Projects dealing with implementation of systems of this magnitude require a 
significant investment and commitment by all stakeholders.  Although changes will 
continue to occur to satisfy the demands of government regulations and reporting 
requirements, and with them the agonies of patch updates and testing, Sinclair’s 
ERP System (Colleague) has started to stabilize to some extent.  The next big hurtle 
is to investigate the impact of changes or ancillary processes that will allow the 
elimination (or minimization) of custom coded program modules.  Since much of the 
human resources are expended to ensure compatibility between standard system 
functions/data and custom functions/data, the closer we get to standard 
functions/data, the more resources can be dedicated to enhancements, 
management reporting, and web interfaces. 
 
Security and Identity Management 
 
Computer security threats are occurring at unprecedented levels, and major 
resource expenditures (human and equipment) are required to maintain a secure 
environment.  Proper authentication and access control are vital to the effective 
operation and protection of all IT systems.  Likewise, student privacy issues must be 
a major consideration in the performance of all electronic processes.  Sinclair has 
established the position of Chief Information Security Officer with the primary 
mission of developing a comprehensive Information Security Plan. 
 
The overall need for the existence of the information security office is twofold.  The 
main responsibility is to develop and implement strategies to meet the College’s 
internal information assurance requirements and ethical responsibilities to ensure 
the confidentiality, integrity, and accessibility of student and other stakeholder 
information.  A secondary purpose is to ensure the College information security 
practices effectively comply with information security mandates imposed by current 
state and federal legislation. 
 
To endeavor to meet these needs, the Information Security Office develops, 
implements, and oversees an information security program.  The program objective 
is to protect information and information infrastructure.  This objective includes 
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protection against anticipated threats; to protect against loss of, unauthorized 
access to, or improper use of, information that could result in substantial harm or 
inconvenience to the College or any stakeholder; to identify incidents that have 
resulted or may result in a breach of this information; and to develop processes to 
respond to, mitigate damages resulting from, and prevent recurrence of information 
security incidents.  
 
Strategic Planning for IT 
 
Strategic Planning for IT must be based on three fundamental tenets: 
 


1. IT is a strategic institutional asset; 
2. IT is an essential resource for learning, teaching, research, and community 


partnerships; and 
3. IT is vital to the effective operation of the institution. 
 


The IT Strategic Plan must be presented and accepted as the institution’s plan, not 
the IT Division’s plan, and it must have executive commitment and leadership.  
Development of the IT Strategic Plan must be an on-going process, which involves 
all constituent groups in the planning and prioritizing processes. 
 
It is extremely difficult to look into the future, especially in this rapidly changing 
Information Age; however, it is imperative in order to avoid technologies that may 
lead to a dead-end or significant lock-in and high switching cost. 
 
The mere existence of this document and the discussions and planning sessions 
that preceded it are evidence that Sinclair concurs with these basic tenets.  Another 
significant factor is the recent creation of an IT Steering Team, responsible for 
verifying the need for all new IT projects and establishing appropriate priorities. 
 
Faculty Development, Support, and Training 
 
Faculty development, support, and training programs are an essential part of 
technological advancement.  Sinclair does an outstanding job of providing 
opportunities for faculty to attend training sessions, receive individual support, and 
learn through mentoring programs.  To ensure the wide-spread availability of these 
programs, additional emphasis will be placed on them in conjunction with the 
Learning Resources Center renovation project. 
 
Infrastructure Management for IT 
 
The IT infrastructure is rapidly becoming a critical asset for all higher education 
institutions.  As noted in the Current Issues article, “the systematic upgrade and 
improvement of the Information and Communications Technology infrastructure is 
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pivotal to meeting the campus’ ever-expanding use of academic and administrative 
technology applications.” 
 
The Information Technology Services Department works hard to keep the 
infrastructure up-to-date, continuously monitors all aspects of infrastructure 
operations, and reacts quickly to resolve disruptive situations.  The department’s 
primary objective is to provide the best price/performance services possible to all 
constituents. 
 
E-Learning / Distributed Teaching and Learning 
 
The Current Issues article states, “E-learning, often described as distributed 
learning, has been steadily growing as both an alternative to and an enhancement 
of traditional campus based learning.  E-learning and distributed teaching and 
learning speak to learner needs for flexibility and mobility, while at the same time 
offering institutions a way of addressing issues of access and capacity.” 
Sinclair has made a major commitment to E-learning for several years with the 
creation of a separate Distance Learning Division and various support mechanisms 
to aid faculty in the development of distance learning courseware, hybrid courses, 
and other forms of distributed learning, incorporating multimedia and other emerging 
technologies. 
  
Web Services / Web-based Systems 
 
The term “Web Services” has a variety of definitions and is just starting to surface as 
a viable technology.  Generally, web services are software processes that facilitate 
the integration of different applications.  That is, web services allow systems from 
different vendors or different parts of the IT environment to operate in a 
homogeneous fashion. 
 
Sinclair is just starting to embark on a small number of web services initiatives by 
developing a process for interaction between the administrative system (Colleague) 
and specific web applications.  Over the next few years, more of these initiatives will 
be forthcoming as industry standards mature, security considerations are stabilized, 
and re-development of existing products starts to occur. 
 
Enterprise-level Portals 
 
The portal, a single point of entry to all information, services, and communications, 
has become an integral part of each institution’s web architecture.  This is 
resoundingly true at Sinclair.  The average number of page views per day has 
increased dramatically since implementation and is currently reaching toward 
100,000.  The my.Sinclair portal has truly become the primary access point to all 
web assets for students, faculty, and staff. 
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Business Continuity / Disaster Recovery 
 
Business Continuity / Disaster Recovery planning, a recognized but seldom 
stressed issue has made its way into the top ten this year.  Since IT has become so 
critical to each institution’s daily operational environment, the successful 
implementation and maintenance of a comprehensive Business Continuity / Disaster 
Recovery Plan has risen in level of importance. 
 
Just like the IT Strategic Plan, the Business Continuity / Disaster Recovery Plan 
must be presented and accepted as the institution’s plan, not the IT Division’s plan, 
and it must have executive commitment and leadership.  Likewise, it must be an on-
going process, which involves all constituent groups in the planning and prioritizing 
processes. 
 
Plan Contents 
 
This 3rd Annual Information Technology Master Plan contains: 
  


• Descriptions of the Major Accomplishments for 2003-04; 


• Descriptions of the Major Projects planned for 2004-05; and 


• Descriptions of future technologies with suggestions of their potential impact 
on the IT environment at Sinclair. 
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Major Accomplishments for FY2003-2004 
 
 
Over 200 projects were in process or started during FY 2003-2004, and 143 were 
completed.  Many of those completed provide innovative processes to students, 
faculty, and staff.  This section describes many of the more significant project 
accomplishments. 
 
 
Systems Development & Maintenance 
 
Following are the Major Accomplishments for FY 2003-2004 for the Systems 
Development & Maintenance Department: 
 


• Room Scheduling Project 
• Financial Aid Common Origination and Disbursement Project (FACOD) 
• Web Advisor On-Line  Processes 
• Academic Standing Revisions 
• Average Class Size System 
• Improved Check Printing Processes 
• Early Alert System 
• Accuplacer On-Line Placement Testing 
• Upgrade of my.Sinclair Portal to Blackboard Version 6 
• Request for Copy System 
• 100% Refund Date Changes 
• Individualized Learning Plan/Student Success Plan System 
• Parking Communication Web Site 
• Transfer Information On-Line 
• EdVerify 
• SEVIS Implementation 
• User Interface 1.0 Pilot Testing 
• Source Control Implementation 
• Screen Consolidation for the Call Center 
• IT Projects Database 
• Telephone Directory Redesign 
• Intranet /  President’s Bulletin Redesign 
• Data Extraction Tool Development (Houdini) 
• Admission Application Redesign and Automated Processing 
• Part-Time Faculty Communications 


 
 
Descriptions of these projects are presented on the following pages. 
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Room Scheduling Project 
 
This project required the implementation of a software package called Resource 25 
by CollegeNET and it’s interface with Datatel’s Colleague system.  With this system, 
our ability to schedule classrooms for both instructional and non-instructional 
purposes is enhanced through a web-based interface and improved reporting 
capabilities.  The system also allows events to be scheduled during times when 
classrooms are not in use for classes.  Reports on those activities can be extracted 
from the system for reporting to the Board of Regents.  That reporting had formerly 
been a manual process.  Figure 3-1 contains a sample schedule for a specific room. 
 


Figure 3-1. Sample Resource 25 Schedule. 
 
 
Qualitative/Quantitative Return on Investment: 
 
The following benefits were defined as part of the justification for the project: 
 


• Enhanced decision support – We will have better data on room and resource 
utilization to support planning activities related to facilities, instructional 
resources and course scheduling. 


 
• Better utilization of institutional resources – The new system, coupled with 


new processes and procedures will permit better leveraging of institutional  
 investments in space, instructional resources, and the development of 


instructional materials. 
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• Increased faculty and staff efficiency and satisfaction – The new system will 
provide staff with the requisite toolsets to effectively manage institutional 
space and resources; provide integration of facility and resource requests; 
decrease the manual and multiple processes involved in providing space and 
instructional resources; and increase overall faculty satisfaction with the 
services, space and resources they receive. 


 
• Improvements in student satisfaction and image – The new system will 


decrease the number of room changes students experience at the beginning 
of each quarter, ensure that the resources and facilities match the specific 
course section requirements, and allow us to present a more professional, 
learner-friendly environment 


 
 
Cost savings/Cost avoidance identified with the project: 
 
The following financial impacts were defined as part of the justification for the 
project: 
  
• Cost avoidance related to the development of unnecessary space and 


instructional resources. 
• Increased revenue – Enhanced room access and scheduling will permit 


improved course scheduling and enrollment efficiencies and the potential to 
increase course section offerings. 


 
Actual Completion Date or Current Status:  
 
Completed 10/6/2003 with the upload of live data for Fall term, 2003.  Support for 
the system and modifications to the processes are ongoing as required by the 
users. 
 
 
Financial Aid Common Origination and Disbursement Project 
(FACOD) 
 
Participation in the U.S. Department of Education’s FACOD process for submission 
of federal financial aid dollars was mandated by the federal government.  This 
automated system was developed by Datatel and implemented at Sinclair.  Initial 
releases of the software by Datatel contained a number of errors, partly due to 
programming, and partly due to delays in the release of the requirements for the 
software by the federal government.  The implementation of this software, and 
installation of subsequent patch sets was completed in December 2003.  The 
system is currently in use for reporting and drawing down financial aid dollars. 
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Qualitative/Quantitative Return on Investment: 
 
FACOD is intended to automate the processes for requesting and receiving Pell 
Grant and Direct Loan funding.  It was intended to eliminate multiple, redundant 
data submissions to the government.   
 
Actual Completion Date or Current Status:  12/9/2003 
 
 
Web Advisor On-Line Processes 
 
Datatel’s Web Advisor system was selected as part of the Web Strategy project as 
the mechanism through which many of the Web-based student services would be 
implemented.  During the 2003-2004 academic year we have been successful in 
rolling out many of those services by combining the my.Sinclair portal and 
functionality within Web Advisor.  The following descriptions and figures 3-2 through 
3-13 illustrate the processes now available to students, faculty, and staff on-line. 
  


Grades 
Students can select from the terms that they have attended Sinclair…  
 
 
 
 
 
 
 
 
 
 
 
 
 


 
 
 
 
 
 
 
 


Figure 3-2-A.  Grades By Term. 
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…and receive a report of the courses, grades credits and GPA they received for 
that selected term. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 3.2-B.  Grades By Term. 
 
 
Completed Course List 
An unofficial transcript, or “completed course list” is available through Web 
Advisor. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 3-3.  Completed Course List. 







 


 


Inform
ation Technology D


ivision 
Major Accomplishments 


In
fo


rm
at


io
n 


Te
ch


no
lo


gy
 D


iv
is


io
n 


Master Plan  2004 - 2005 


                       3-7 


 
 
Student Schedule 
After registering for a term, students are presented with their schedule, or can 
use the menu options to review their course schedule at any time. 
 
 
 
 
 
 
 
 
 
 
 


Figure 3-4.  Class Schedule. 
 
 
By clicking on the course name and title on the schedule additional information is 
presented including the course description, more detail on the course location 
and times, and the faculty member. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 3-5.  Detail Course Description.  
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Registration 
Students are now able to register for classes or drop and add classes online 
from any Internet-capable computer.  The online bulletin provides the information 
on classes that they can select from… 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 3-6.  Online Course Bulletin. 
 


…and the registration screen allows them to enter a list of either the course 
synonym/call number(s) or the course number and term details of the selected 
courses. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 3-7.  Registration Screen. 
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The registration process is live on the system so there is no delay or risk of  
being closed out of classes for which the system has confirmed your registration.  
All the registration rules apply within Web Advisor as they do in Telephone 
Registration or at the counter.  This ensures time conflicts are avoided, 
prerequisites are enforced, and any other restrictions such as probation or 
dismissal statuses are enforced. 


Figure 3-8.  Class Schedule. 
 
 


Account Balances 
Because the registration process is live in the system the student’s financial 
account with the college is immediately updated and can be viewed on the “My 
Account Summary by Term” screen. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 3-9.  Account Summary. 
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Payment 
Students can select the “Pay Now” option to pay those charges online using a 
credit card.  This payment process is also live and is directly processed by the 
credit card company.   
 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


 
 
 


Figure 3-10.  Payment Screen. 
 
 


Secure Socket Layer (SSL) technology ensures the security of transactions 
through the system. 
 
 Degree Audit (Program Evaluation) 
Another option, previously only available through the on-campus Kiosks or by a 
visit to a counselor is the degree audit, or program evaluation option.  This 
system analyzes the courses a student has completed against a set curriculum 
for the program in which they are enrolled and provides information on the 
courses they still need to complete the selected program. 
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Figure 3-11.  Academic Evaluation. 
 
Budget Manager Information 
Through Web Advisor and the my.Sinclair portal, budget managers now have 
access to budget balances and the ability to drill down to underlying detail. 


Figure 3-12.  Budget Information. 
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Human Resources Information 
WebAdvisor has functionality to allow faculty and staff to access personal 
information such as leave balances, stipends, and a summary of their positions 
at the college. 


Figure 3-13.  Personal Information. 
 
These functions are currently being reviewed by the Human Resources office 
and those approved are anticipated to be completed by June 2004. 
 


Qualitative/Quantitative Return on Investment: 
 
Benefits of allowing students to complete processes through the Internet include 
convenience for the students as well as reduced workload for staff members at the 
college that would otherwise have to process those same transactions manually.  
While we have not completed the first full registration cycle for Web registration 
(Spring ’04) some statistics after 2½ weeks of registration does reveal an initial 
trend.  For that period, approximately 18% of all “seats” registered for in courses 
were done so by the Web registration system.  Telephone registration accounted  
for 42% of those seats and the remaining 40% were completed manually.  By 
comparison, in Spring 2003, there was no Web registration, telephone registration 
accounted for approximately 33%, and manual registrations were approximately 
66% of the total.  This suggests a greater student trend toward the use of 
technology for completing the registration process and also indicates that the     
Web-based system has been handling a significant proportion of those transactions, 
despite technical difficulties caused by high transaction volume on the first day of 
the Spring 2004 registration cycle. 
 
Payments being made through the system also represent a potential time savings 
and convenience for the students.  Based on data from the first three weeks of 
registration for Spring term 2004, of 1,957 transactions totaling $585,781; Web 
payments handled 14% of the transaction volume and telephone registration 
handled 21%.    The remaining 65% of transactions were conducted at the Bursar’s 
office.  
 
Actual Completion Date or Current Status: 
 
Access to grades, completed course lists, and student schedules were live on 
9/26/2003. 
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Budget information went live on 11/10/2003. 
 
Web registration, payments, and degree audit functions were live as of 12/8/2004. 
 
On-line human resource processes are pending review and approval by the HR 
department. 
 
 
Academic Standing Revisions 
 
Student Services and Academic Division staff agreed to revise the academic 
standing policy of the institution.  This change required a revision to the rules in 
place for academic standing and a review of the academic standing custom code in 
Colleague to determine what changes, were required. 
 
After a review by our staff, the rules were revised and implemented for the Fall 2003 
term. 
 
Cost savings/Cost avoidance identified with the project: 
 
Early in the project a quote was obtained from Datatel on reviewing and revising the 
rules and custom code required for this change.  By completing the project with our 
own resources the direct expense of that $27,000 quote was avoided.   
 
Actual Completion Date or Current Status:  11/13/2003 
 
 
Average Class Size System 
 
The Average Class Size committee requested that the process used by Deans and 
Department Chairs to obtain information on the average class sizes in their 
departments be simplified.  The process formerly required files to be downloaded 
via file transfer protocol (FTP), imported into Excel and manually manipulated as 
desired.  Many of the users were not able to effectively obtain the information. 
 
The Web Systems and Administrative Systems groups collaborated to extract the 
necessary data from Colleague and present it in a user-friendly, browser based 
report, as shown in Figure 3-14. 
 
 







 


 


In
fo


rm
at


io
n 


Te
ch


no
lo


gy
 D


iv
is


io
n 


Major Accomplishments 
Inform


ation Technology D
ivision 


Master Plan  2004 - 2005 


3-14 


 
Figure 3-14.  Average Class Size Screen. 
 
Functionality for the users includes not only the calculation of average class sizes by 
department, but also the ability to obtain overall institutional numbers and complete 
what-if scenarios to assist in making decisions on class cancellations or additions.  
The ability to download the data to an Excel spreadsheet has been maintained in 
this system and greatly simplified for the users.   
 
Qualitative/Quantitative Return on Investment: 
 
Deans and department chairs have commented on the usability of the system and 
the way it has enhanced their ability to evaluate the data for their departments. 
 
Actual Completion Date or Current Status:  11/15/2003 
 
 
Improved Check Printing Processes 
 
A new system for laser printing and sealing payroll and accounts payable checks 
was implemented.  This process replaced a line printing process that required the 
checks to be stuffed in envelopes with one in which the checks are printed on a self-
mailer style form in a laser printer.  A unit then seals the checks eliminating the 
former process of having the mailroom stuff the checks into envelopes. 
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Cost savings/Cost avoidance identified with the project: 
 
Accounting has indicated that there was staff time saved for accounts payable 
check runs as a result of the project but had not quantified the amount.  Payroll 
estimated that the laser printing process has saved 1½ to 2 hours per pay and the 
automated sealing process has reduced the time required from 2 hours to 20 
minutes per pay cycle.  There are 36 pay cycles per year, so this savings would be 
between 114 and 132 hours annually for payroll checks. 
 
Actual Completion Date or Current Status:  11/6/2003 
 
 
Early Alert System 
 
Student Services requested implementation of a system that faculty members can 
use to alert counselors and students of unsuccessful progress during the academic 
term.  The initial implementation of this system was piloted by the full-time 
Developmental faculty and counseling staff.  Its use is being expanded in Spring 
2004 to include all full and part-time developmental faculty.  This system was 
developed by Western Nebraska Community College to be used with Colleague.  
Information gained from the use of the system will be used to develop the 
specifications for the second phase of the Student Success Plan project.  Once that 
new Web-based system is operational the system developed by Western Nebraska 
will be phased out. 
 
Qualitative/Quantitative Return on Investment: 
 
The intent of the system is to improve student retention in the developmental 
courses in which it is being used.   
 
Actual Completion Date or Current Status:  10/29/2003 
 
 
Accuplacer On-Line Placement Testing 
 
Student Services staff requested to change the placement testing process from the 
former Compass system to Accuplacer.   
 
The Accuplacer system was implemented and now allows Web-based testing both 
in the testing center and through proctored sessions at remote sites.  Results of the 
tests are automatically uploaded into the Colleague system. 
 
The off-campus capability uses the Citrix system, implemented by the Information 
Technology Services department, to ensure that even from off-campus, scores are 
directly uploaded to Colleague. 
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Qualitative/Quantitative Return on Investment: 
 
The new functionality for off-campus testing is the major advantage of the new 
system.   
 
Actual Completion Date or Current Status:  9/17/2003 
 
 
Upgrade of my.Sinclair Portal to Blackboard Version 6 
 
In order to implement some of the planned Web-based functionality within the 
my.Sinclair portal, and in order to take advantage of performance improvements in 
the product, the my.Sinclair portal system was upgraded from Blackboard version 
5.5 to version 6.0, shown in Figure 3-15. 


 
 
Figure 3-15.  my.Sinclair Portal. 
 
The new version of the software allows us to have greater control over the tabs on 
the site, increases the number of modules we can make available to students, and 
replaces the login screen with a view of the portal that allows visitors to explore 
appropriate parts of the system without a username and password. 
 
Actual Completion Date or Current Status:  9/4/2003 
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Request for Copy System 
 
A system was implemented that allows programming staff in Administrative Systems 
to request that new and revised programs, associated parameters, and codes be 
copied from the test system to the live system.  The system is Web-based which 
simplifies access.  This process reduces paperwork required, increases accuracy, 
and fulfills audit requirements for approvals and audit information. 
 
Actual Completion Date or Current Status:  7/11/2003 
 
 
100% Refund Date Changes 
 
As part of the early registration initiative implemented through the Enrollment and 
Registration committee, the dates through which students are eligible for a 100% 
refund were revised in the system.  Revisions to the code were completed with no 
apparent negative consequences to the system. 
 
Actual Completion Date or Current Status:  7/2/2003 
 
 
Individualized Learning Plan/Student Success Plan System 
 
Student Services requested the development of an Individualized Learning Plan 
(ILP) process (later renamed the Student Success Plan, or SSP) to be used by 
counselors and students to store and retrieve information to support the success    
of the student at Sinclair.  Student Services and Web Systems staff worked  
together to define a web-based support system for students and counselors that 
includes a student screening process for students to determine their risk of failure 
and a Student Success Plan for identified at-risk students.  That success plan 
includes assessments, a case management counseling approach, transition plans 
from intensive support services to self-service and web-based systems to create 
and track the plan.  Goals identified for this effort included improving student 
persistence within a quarter; improving student success within classes as indicated  
by successful grades; retaining students toward their educational goals, and 
improving the graduation rate of our students. 
 
A follow-up report on the initial group of students completing the process indicated 
that, when compared to students identified as eligible for the program but not 
completing the SSP, those students completing the SSP successfully completed a 
higher percentage of the courses they attempted and did so with a higher 
percentage of successful grades (A, B, C, or P). 
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Sample screens from this first version of the system are shown in Figures 3-16 and 
3-17. 
 
 
 


Figure 3-16.  Intake Form. 
 
 
Intake information when working with a counselor includes demographic information 
and details on the students’ goals. 
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Figure 3-17.  Recommended Courses. 
 
 
One potential outcome of the individual counseling session is a detailed plan of 
action for the student, listing courses to be taken and support services to explore.  
These recommendations are documented in the system for future reference by the 
counseling staff. 
 
The second phase of development for this system is being funded by a Title III grant 
from the U.S. Department of Education.  It will include integration with the Colleague 
database to reduce data entry and additional functionality such as the early alert 
process previously piloted by the Developmental faculty. 
 
Other functionality for later stages of development will be identified as the project 
continues. 
 
Qualitative/Quantitative Return on Investment: 
 
Improved student success and retention as indicated by the initial report from 
Institutional Planning and Research. 
 
Actual Completion Date or Current Status:  7/1/2003 (Version1) 
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Parking Communication Web Site 
 
To help address the concern with limited parking on campus, the Business Services 
department requested to have a Web site through which they could disseminate 
information about parking procedures and recommendations.  Using the content 
management-driven system developed in 2002-2003,  we were able to provide a 
site, shown in Figure 3-18, to Business Services that they can maintain and update 
as new information is available. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3-18.  Student/Visitor Parking Information. 
 
Actual Completion Date or Current Status:  8/15/2003 
 
 
Transfer Information On-Line 
 
One of the goals of the Ohio Board of Regents Technology Initiative grant, received 
in 2002 was the development of on-line transfer information, specifically geared 
toward articulation to Wright State University.  That requirement was fulfilled through 
the development of the new Web Site, shown in Figure 3-19, and the inclusion of 
transfer information with each academic division’s site.  Division information for each 
area includes links to transfer equivalencies.  Individual departments within the 
divisions also have the option to include links to transfer information on the portion 
of the site that they maintain. 
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Figure 3-19.  Transfer Options Website. 
 
To ensure the requirements of the grant were completed, transfer information for 
Wright State University were input by staff in the Web Systems group and linked to 
appropriate areas within the site. 
 
Actual Completion Date or Current Status:  9/30/2003 
 
 
EdVerify 
 
EdVerify is a vendor’s system that allows employers to verify 
degrees, enrollment periods, and current enrollment at the 
institution.  Data uploads are generated by the college and sent 
to the EdVerify system for their customers (generally 
employers) to access.       
          
Qualitative/Quantitative Return on Investment: 
 
Implementation of the system should relieve the Registration office of a portion of 
the enrollment and degree verifications that they have previously completed.  No 
analysis of the time savings has been completed at this point. 
 
Actual Completion Date or Current Status:  1/23/2004 
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SEVIS Implementation 
 
The Student and Exchange Visitor 
Information System (SEVIS) was mandated 
by the federal government as a means of 
tracing the status of foreign students.  This 
system requires us to report information on 
status changes regarding F, J, and M non-
immigrants. Status changes include things such as address changes, enrollment 
status changes (full-time vs. part-time) and others.  Datatel designed a system for 
this reporting that was installed and is ready to be implemented for this project.  
 
At present, the Systems Development and Maintenance department has installed all 
software and supporting systems required to implement the system.  The 
Registration and Student Records office is currently submitting SEVIS information 
manually through the SEVIS web site.  They have indicated they will implement 
Datatel’s solution as time and workload allows. 
 
Cost savings/Cost avoidance identified with the project: 
 
Potential elimination of manual effort and increased accuracy of data reporting to 
the SEVIS system. 
 
Actual Completion Date or Current Status:  Implementation to be determined by 
the Registration office. 
 
 
User Interface 1.0 Pilot Testing 
 
User Interface 1.0 (UI 1.0) is Datatel’s next generation of user interface to the 
Colleague system.  Future versions of the system will require UI 1.0 to be used to 
access Colleague.  Some of the processes built into the SEVIS project require UI 
1.0 to be used to access reports related to SEVIS.  Since our main goal in testing 
User Interface 1.0 has been to support the SEVIS program, this pilot is dependent 
on further activity on the SEVIS project by the Registration office. 
 
Actual Completion Date or Current Status:  Implementation to be determined by 
the Registration office. 
 
 
Source Control Implementation 
 
In order to improve control over the changes that are being made to software in the 
live and test accounts and to implement version control, Systems Development and 
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Maintenance has purchased, and is in process of implementing Merant’s PVCS 
software.   
 
Actual Completion Date or Current Status: 
 
Web Systems has implemented the software and is using it for all new projects. 
 
Administrative Systems requires an interface between Unidata (Colleague) and 
PVCS in order to make use of the software.  A vendor (ACS) has developed that 
interface for the North Carolina community colleges, but has not yet been able to 
sell the interface to us due to on-going negotiations with North Carolina for the right  
to market products developed as part of their project.  We are continuing to keep in 
contact with ACS and will implement the system when the interface can be 
obtained. 
 
 
Screen Consolidation for the Call Center 
 
Student Services has requested that data from a variety of existing screens be 
consolidated onto fewer screens so that the call center can have easier access to 
student information.  
 
Qualitative/Quantitative Return on Investment: 
 
The revised screens will result in reduced time in obtaining information on students 
as they call into the center.  These should improve service to the students through 
the Call Center. 
 
Actual Completion Date or Current Status:  3/31/2004 
 
 
IT Projects Database 
 
The Systems Development & Maintenance Department developed a database used 
by the IT Division management to track the progress of projects across the division.  
The system currently contains project descriptions and allows for input of updates, 
as shown in Figure 3-20, and the generation of status reports. 
 
Further development of the system is planned to allow projects to be prioritized, to 
allow users to view the status of projects, and to include project request forms so 
that users can input requested projects for review and approval. 
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Figure 3-20.  IT Project Manager. 
 
Qualitative/Quantitative Return on Investment: 
 
The system has provided a standard method of reporting and reviewing projects 
within the IT Division.  Further enhancements are intended to improve 
communication with the users on the status of projects pending within IT.  The 
estimated completion date for this phase is 9/1/2004. 
 
Actual Completion Date or Current Status:  12/31/2003 (Phase 1) 
 
 
Telephone Directory Redesign 
 
Staff from Web Systems and IT Services prepared a proposal to redevelop the 
process for maintaining a college-wide telephone directory.  The revised system is 
intended to improve the maintenance (and currency) of information in a database 
that is more easily supported.  The proposal has been reviewed by the Vice 
Presidents and the HR department (since HR will be doing much of the data entry 
required for the process).   One side-benefit of the design is that HR will input 
information showing division and department titles, supervisors, and reporting 
structures.  From that information Web Systems will be able to automatically 
generate organization charts.  Currently that information is not readily available 
within any of our administrative systems. 
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Qualitative/Quantitative Return on Investment: 
 
The system is intended to improve the reliability of the information in the phonebook, 
allow us to publish an external phone directory on the Internet, include an 
emergency call listing, and create and maintain an organization chart for the 
institution. 
 
Actual Completion Date or Current Status:  6/30/2004 
 
 
Intranet / President’s Bulletin Redesign 
 
In an effort to improve communications across campus, the President requested 
that the Web Systems group redesign the current President’s Bulletin to a Web-
based format that can be maintained by his office and various other staff across   
the institution.  After review of the requirements, the Web Systems team proposed 
that the President’s bulletin and the current front page of the Intranet be combined 
into a web page that serves both purposes.  That common point of entry into the 
college’s intranet will provide an easily accessible location for communication to   
the college community.  Prototypes were prepared and a final design has been 
developed and approved. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3-21.  our.Sinclair (New Intranet). 
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The site will be renamed “our.Sinclair” to be consistent with other areas of the 
college web site such as my.Sinclair, people.Sinclair, and mail.Sinclair.  It includes 
various sections and tabs, illustrated in Figure 3-21, along with links to information 
on the college Intranet. 
 
Qualitative/Quantitative Return on Investment: 
 
The new site is intended to improve communication to college faculty and staff,   
and increase the visibility of what was formerly the President’s bulletin.  Through     
a new module titled “Know Your Facts” our.Sinclair will increase awareness of 
statistics on college operations.  This module will be maintained by the Institutional 
Planning & Research department. 
 
Actual Completion Date or Current Status: 
 
Design work has been completed and approved as illustrated in the figure on        
the previous page.  Web Systems staff are meeting with the President’s staff to 
recommend and establish practices for maintenance of the site by their area and 
others.  The new site should be live by no later than April 30, 2004. 
 
 
Data Extraction Tool Development (Houdini) 
 
In a joint effort between the Administrative Systems and Web Systems groups, 
Systems Development and Maintenance has developed a set of data extraction  
and system trigger tools, dubbed “Houdini.”  The tool set includes two main 
components.  The first is a process referred to as Remote Method Invocation (RMI), 
which allows requests for Colleague processes to be run from the Web, while still 
maintaining the security controls in place for Colleague.  The access screen for 
Houdini is shown in Figure 3-22.  Through this process we will be able to securely 
publish reports to web pages that were previously only available by logging into the 
Colleague system.  We can also develop processes to extract information from 
Colleague in XML format so it can be displayed on newly developed web 
applications. 
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Figure 3-22.  Houdini Access Screen. 
 
The second tool available in Houdini is the ability to set “triggers” within the 
Colleague database to initiate a process when data changes.  Examples where this 
technology can be used include informing counselors when a student drops a 
course or when their GPA drops below a preset value.  It could also trigger the 
evaluation of residency when a student requests that their address be changed 
online. 
 
Both of the tools within Houdini are planned to be used in the next versions of the 
Student Success Plan project funded through our Title III grant. 
 
Qualitative/Quantitative Return on Investment: 
 
Houdini will provide improved access to information within colleague and the ability 
to develop proactive systems of monitoring student progress and improving 
retention. 
 
Actual Completion Date or Current Status: 
 
Development of the toolset is complete.  We will be integrating those into upcoming 
projects.  Our first application is intended to be the publication of some of the more 
common reports used by faculty and academic department secretaries to the Web.  
Administrative Systems is in process of calling together a steering group for that 
activity. 
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Admission Application Redesign and Automated Processing 
 
Student Services requested the implementation of an improved online application 
for admission form and a system for uploading data submitted by students on the 
Web directly into Colleague.  Redesign of the form, shown in Figure 3-23,was 
completed and was published to the live web site. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3-23.  Online Application for Admission. 
 
Qualitative/Quantitative Return on Investment: 
 
By improving the coded “intelligence” on the Web-based form we can improve the 
quality of data provided by the system and being input to Colleague. 
 
Cost savings/Cost avoidance identified with the project: 
 
On implementation of the automated upload, the Registration office should see a 
reduction in data entry required for new applicants. 
 
Actual Completion Date or Current Status: 
 
The new web-based application was published to the college Web site on 
December 1, 2003.  The Registration staff are continuing to experiment with system 
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settings regarding how the data is uploaded and how duplicate records are identified 
and avoided.  Upon completion of their testing and analysis they have the ability to 
begin using the automated upload process. 
 
 
Part-Time Faculty Communications 
 
Communication with part-time faculty can be especially difficult for the college.  To 
assist in this effort, the Web Systems team has created a Web site,  shown in Figure 
3-24, specifically for part-time faculty support… 
 


Figure 3-24.  Part-Time Faculty Support Website. 
 
 
…along with a proposal for a new tab in the my.Sinclair portal, shown in Figure      
3-25,  and a my.Sinclair organization that can provide communication tools such as 
announcements, discussion boards, chat rooms, and important links. 
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Figure 3-25.  New Tab on my.Sinclair Portal. 
 
At present these prototypes are being reviewed by the Director of Special Projects 
as well as the part time faculty office to determine what resources they have to best 
use the tools provided. 
 
Actual Completion Date or Current Status: 
 
The site and prototype my.Sinclair tab and organization were available as of March 
3, 2004.  How those tools will be used and by what offices remains to be determined 
by the part-time faculty office. 
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Information Technology Services 
 
 
Following are the Major Accomplishments for FY 2003-2004 for the Information 
Technology Services Department: 
 


• Network Print Management 
• Building 13 Move 
• Windows 2000 SP3 
• Wireless Networking 
• Voice Telecomm Disaster Recovery Planning 
• Disk Quota Management 
• Check Quota Documentation 
• Change Control Process 
• Web Portal Infrastructure 
• Server Renewal & Replacement 
• Network Security 
• Systems Management Server/Altiris 
• Windows XP Image 
• Network and Systems Management 
• ACD Software Upgrade 
• Windows Scripting Projects 
• Web Based Sabre Project 
• Intrusion Detection System 
• Windows Server 2003 
• Streaming Media 
• VOIP Cost/Benefit Analysis 
• SAN Changes 
• SAN Backup 
• Upgrade Network Operations Center (NOC) Equipment 
• Firewall Upgrade 
• Cell/Pager Antennae 
• CCS Support Plan 
• Crestron Replacement of Netlinx 
• Remote Access for HVAC 
• Student Services Off Campus Plato Labs 
• Out of School Youth - New Labs Created 
• Part-Time Employee Scheduling 
• Documentation Repository 
• WebAdvisor Documentation 
• Replacement of Forum Projectors 
• Building 12 Sound and Control Equipment Upgrade Planning 
• Building 14 Media Control System Replacement Planning 
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• Campus Wide Information System 
• Tartan Card System 
• Honda CBT’s for Automotive Department 
• Acceptable Use Plicy 
• Wireless Cart Implementations 
• Department Laser Printing from Colleague 
• New Multimedia Podium Rooms 
• LCD Monitor Upgrades 
• Teleport 1 Recabling 
• Remote Diagnosis of Multimedia Classrooms 
• Colleague PDF File Creation 
• Certification Lab Network 
• Redundant Internet Connection 
• TReg Server Upgrade 
• Server-Side Email Purging 
• Instant Messaging 
• Disaster Recovery Planning and Testing 


 
 
Descriptions of these projects are presented on this page and the following pages. 
 
 
 
 
 
 
 


Network Print Management  
 
Sinclair currently has approximately 460 printers connected to the campus   
network, which can be utilized by the college’s 3200 administrative and academic 
lab computers. The capabilities of Microsoft Windows, our network operating 
system, do not provide information on printer utilization so most planning for 
capacity and performance has been done in the past without adequate information. 
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Figure 3-26.  View of Information Provided by Print Manager Plus. 
 
The purpose of this project was to implement a system to collect network print data 
and store it in a database for analysis. During the testing of this software, it was 
discovered that it had a negative impact on the performance of the print servers; 
therefore, the implementation had to be suspended until a reasonable solution could 
be found. We have now upgraded the software to a version that does not have the 
same performance issues. Using the data that is collected from this application, we 
hope to identify methods of improving cost, reducing waste, and creating process 
efficiencies.  The type of information provided is shown in Figure 3-26. 


 
Actual Completion Date or current Status:  2/23/2004 
 
  
Building 13 Move 
 
Prior to the summer of 2003, a large portion of the ITS department was housed in 
space which took up close to three-fourths of the first floor of Building 5. In order to 
provide more space for faculty offices and classroom space in the core of the 
campus, ITS personnel, offices, and the Network Operations Center (NOC) were 
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relocated from Building 5 to the basement of Building 13 during the July 4th holiday 
weekend, as shown in Figure 3-27. 
 
In order to keep the cost of this move at a minimum, the network infrastructure of 
the computer room was moved rather than being duplicated in the new location. 
This required the complete shutdown of all systems at the beginning of the move. 
Once the network switches and routers were reconnected to the network in the new 
Network Operations Center (NOC) in Building 13, shown in Figure 3-28, servers 
were reconnected.  
 


     
 


Figure 3-27.  On the Move!                                  Figure 3-28.  Network Operations Center (NOC). 
 
About half of the servers that were moved connect into the Storage Area Network 
(SAN). This isolated special purpose network connects certain servers to disk arrays 
that contain 4 terabytes of data. The larger of our disk arrays, which provides 
storage for a large number of servers, took a major portion of the first day of the 
move to disconnect, transport, and reconnect. Until this was accomplished, the 
servers that rely on this storage could not be brought online. 
 
A substantial part of the planning for the move involved identifying the order that 
servers would be brought back online. Certain servers that provide “infrastructure 
services” had to be available before other servers, which rely on these services, 
could be turned on. Examples of this type of server are domain controllers, firewalls, 
database servers, and tape backup systems. The dependencies of systems on data 
network equipment, storage network devices and disk arrays, and infrastructure 
services dictated much of the priorities for when servers were restarted.  
 
The shutdown and disconnecting of servers could not be started until a backup of all 
systems was completed. This was necessary in the event that something happened 
to a server during the move, which would prohibit it from being restarted. The 
backup began on Wednesday July 2nd at 10:00 pm. The backup completed at 
approximately 8:00 am on the morning of Thursday July 3rd, at which time we began 
shutting down servers and moving equipment. 
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From the time that the backups were complete and the computer room equipment 
disconnection started, ITS staff worked around the clock. At 3:15 pm on Saturday 
July 5th the final system was restarted and connectivity was restored to the Internet - 
65 hours from beginning to end and more than a day and a half ahead of schedule. 
 
Actual Completion Date or Current Status:  7/7/2003 
 
  
Windows 2000 SP3 
 
Information Technology Services (ITS) maintains approximately 80 Microsoft 
Windows 2000 servers and 3600 desktop PCs . One of the ongoing maintenance 
responsibilities for these systems is to install service packs that contain bug fixes, 
software enhancements, and security updates provided by Microsoft.  
 
The installation of Microsoft service packs requires detailed planning and testing to 
ensure that problems are avoided. Also, enough time after a service pack’s release 
must be allowed to ensure stability of the service pack.  After a service pack is 
deemed stable, deployment involves installation on one or more test servers and 
PCs, followed by increased testing and the subsequent rollout to the remaining 
computers. This rollout has always been a manual process whereby each server 
and PC is installed individually.  
 
A software application called Altiris (see Systems Management Server/Altiris project 
below) was purchased and is currently being used to install service packs and 
software updates to PC’s and servers on campus.  Service Pack 4 (SP4) is now the 
most current and is being installed in place of SP3. 
 
Actual Completion Date or Current Status:  4/15/2004 
 
  
Wireless Networking 
 
Wireless networking is becoming a very important technology for organizations. 
There are many innovative capabilities that wireless connectivity can provide. 
Beyond this, more and more computing devices are being delivered with built-in 
wireless capability. It is not only necessary for Sinclair to develop a wireless 
strategy, it is also necessary to be able to address the expectations of students who 
want to connect their wireless devices to networks in a growing number of public 
locations. 
 
There are several wireless labs already in place on campus. In addition, multiple 
wireless labs were requested in the 2003-04 budget, and this trend will most likely 
continue as more and more devices are sold with built-in wireless capability. Users 
see the ease of making wireless connections as a shortcut to getting spaces cabled 
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for network access and a means to access network resources from different kinds of 
devices. 
 
As important as it is to position ourselves to be able to meet the future functionality 
that wireless networking can enable, it is equally important that we design the 
infrastructure securely. Many organizations have implemented wireless to meet the 
demands of internal or external customers without regard to the inherent security 
risks. Building wireless networks that do not restrict access, or without processes to 
authorize access and limit the capabilities of users based on their roles, are putting 
the entire campus network infrastructures, systems, and data at risk. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 3-29.  Wireless Infrastructure. 
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The purpose of this project was to develop a design for a secure implementation of 
wireless networking on campus. Systems and procedures are being put in place that 
will ensure only devices and individuals that are approved to have access to the 
network may do so.  An RFP was developed and vendor responses were evaluated 
to determine which product provided the appropriate capabilities. The vendor 
selected, Airespace, is assisting in the installation of a pilot wireless infrastructure 
that will include the atriums of Buildings 1, 3, 4, and 6 as well as replacing the 
wireless access points that had previously been installed.  Figure 3-29 provides an 
illustration of the Airespace Wireless Infrastructure. 
 
The pilot wireless implementation is giving us the opportunity to exercise the new 
system to ensure that it operates in the manner envisioned. We now have a solution 
for providing wireless in any location on campus deemed viable for meeting the 
connectivity needs of the specific users. 
 
While this project creates a secure and stable environment for providing wireless 
connectivity, it does not address the shortcomings of wireless networks in providing 
enough bandwidth to provide the same level of service that is provided over wired 
networks. It will be important to review each proposed application of wireless 
networking to ensure that there is not a better way to provide the service, and to 
ensure that wireless networking will not be a barrier to providing the quality of 
service level required. 
 
Actual Completion Date or Current Status:  4/15/2004 
 
  
Voice Telecomm Disaster Recovery Planning 
 
What would happen to Sinclair’s day-to-day business operations if telephone 
services were interrupted?  With all the technology enhancements to data and voice 
networks in the past 20 years, the concern is not only with the phone system, but 
systems that are add-ons:  Voice Mail, Automatic Call Distribution (ACD), and Call 
Traffic Management.  All of these services are vitally important to Sinclair and 
require ongoing review to eliminate or reduce the risk of potential points of failure.   
 
The development of the Voice Telecommunication Disaster Recovery Plan began 
by identifying all of the voice systems components: software/hardware, physical 
environment, contiguous environments, and services provided by outside vendors.   
After this was completed, the probability of any specific component failing was 
assessed, including risk mitigation and the costs associated with risk mitigation.  
The data were compiled and crafted into a matrix, which was used to request funds 
to reduce the risk in each identified area. 
 
Actual Completion Date or Current Status:  1/15/2004 
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Disk Quota Management 
 
Every user of the Sinclair data network is provided with file-server based storage 
space to use for saving data files. These network storage areas are backed up 
nightly to ensure critical college resources are protected from equipment failure or 
inadvertent destruction. As user storage space needs vary greatly, setting space 
limitations will always result in some users who use all the available space while 
many others will not use the space assigned. The solution is to intentionally 
“oversubscribe”, or allocate more space than is actually available, but constantly 
monitor to determine when a change must be made to the limits or to the total 
available space.  
 
The standard allocation of storage space provided to every user is 500 MB. The 
total disk space currently available for user H: drives is 176 Gigabytes. If the total 
amount of space allocated to every user was actually used, we would need to 
provide more than 9 times the amount of disk space currently available, or over 1.7 
Terabytes.   
 
The total used disk space is currently 121.79 Gigabytes leaving approximately 54 
Gigabytes available. Reports, as shown in Figure 3-30, are reviewed monthly to 
ensure that server performance is not impacted, monitoring when a change must be 
made to the limits or to the total available disk space.  


Figure 3-30.  Quota Setting Within Quota & File Sentinel. 
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This year we implemented an application that allows us to set limits on the amount 
of disk space that individual users can consume. When the user begins to approach 
the limit, a warning message is displayed. When the limit is exceeded, the user is no 
longer able to save files until sufficient space is returned to the system (i.e., files are 
deleted). Getting the application installed was the easy part of this project. Once we 
had the ability to set limits, we had to determine the appropriate quota to set as the 
standard and communicate to those people that were over the limit that they would 
need to reduce the amount of storage space they were using. We are now working 
on the same process for storage space that is shared by departments and other 
groups around campus. 
 
Actual Completion Date or Current Status:  1/22/2004 
 
  
Check Quota Documentation 
 
To assist users with understanding how much of their allocated disk space is 
utilized, we implemented a component of the quota software mentioned above, 
which is depicted in Figure 3-31. Documentation was created to instruct users on 
the use of this application, which was added to the start menu of all administrative 
computers. 


Figure 3-31.  Process Used to Check H: Drive Available Space. 
 
Actual Completion Date or Current Status:  12/19/2003 
 
  
Change Control Process 
 
This project is actually an ongoing process to implement policies, procedures and 
processes to insure that change is introduced into production systems and the 
network environment in a controlled manner.  Highlights of the accomplishments so 
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far are listed below: 
  


• A certification lab has been developed to install and test new servers, 
applications and services prior to adding them into the production 
environment.  The certification lab contains network equipment and cabling 
separate from the production campus network.  This allows for testing of new 
network equipment without interrupting or impacting performance of the 
campus network. 


• Additional access security has been added to the Network Operations Center 
(NOC) to permit access only to authorized personnel. 


• A process was developed to standardize the installation and configuration of 
all new and rebuilt servers. 


• A software application was purchased to help in testing, validating, and 
tracking changes to code written by in-house staff. 


• A software application was purchased to track and report on changes to 
Firewalls. 


• A database was developed to track deployment and changes to network 
devices. 


 
The accomplishments above are just a beginning of an ongoing effort that will be 
developed and refined over the next several years.   
 
Actual Completion Date or Current Status:  2/15/2004 
 
  
Web Portal Infrastructure 
 
The development and implementation of the my.Sinclair.edu web portal was a very 
successful project. During the summer of 2003, ITS implemented the final phase of 
the systems and networking infrastructure for this project.  This final phase focused 
on building redundancy and fault tolerance for the critical servers housing the 
my.Sinclair.edu portal software and the external www.sinclair.edu web site.  
Completion of this project resulted in higher performance and dependability for 
these critical, high profile services. 
 
Actual Completion Date or Current Status:  8/31/2003 
 
  
Server Renewal & Replacement 
 
A plan for the annual Renewal & Replacement (R&R) of Information Technology 
infrastructure components based on a designated life cycle is used to project 
expenditures of these components over 5 years. Each year, during the annual 
planning and budgeting cycle, the R&R plan is updated with new information which 
might change expected expenditures for the coming year, as well as the next 4 
years. 
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Each item that is identified on the R&R plan has a useful life. This useful life      
along with the total cost of the equipment, determines the funds that must be set 
aside each year to replace the equipment. In 2003, 6 Windows file servers that 
reached the end of their 4 year useful life were replaced. This project encompasses 
identification of the new server specifications, ordering, installation, and re-
provisioning of other servers that were required due to the change.  
 
Actual Completion Date or Current Status:  3/15/2004 
 
  
Network Security 
 
The ITS department is committed to ensuring a secure network infrastructure while 
at the same time providing the most flexible and usable computing environment 
possible.  This project enhanced the security practices that were already in place 
through the implementation of the following systems: 
  
An Intrusion Detection System (IDS) was implemented to detect unauthorized users, 
or programs, from gaining access to the Sinclair network from the Internet.  This 
technology does not prevent intruder access, but alerts ITS of suspicious activity so 
it can be analyzed and acted upon using other means. 
  
Two firewall devices were upgraded in accordance with the College’s R&R program.  
Due to advances in technology, these new firewall devices offer enhanced security 
features and increased throughput.  An additional firewall device was purchased to 
help provide more secure management of the link between the Miami Valley 
Research Park (MVRP) facility and the main campus. 
 
Actual Completion Date or Current Status:  1/23/2004 
 
  
Systems Management Server/Altiris 
 
ITS supports 3200 PCs connected to the campus network. These PCs require 
updates of virus definitions, patches to application programs or the operating 
system, and at times, full installations of new or upgraded programs. In addition,   
the process of maintaining inventory data on campus PCs and the software installed 
on them is not possible without a management tool to assist in the process. 
 
We have been using Microsoft’s Systems Management Server (SMS) over the     
last 2 years and have had varying degrees of success. While we have used this 
system successfully over a period of time, we have been unable to rely on its 
stability.  
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Over the last year, we concluded that SMS can not provide the functionality required 
for managing the configuration of our PCs. We began looking for a product that 
would provide the necessary functionality and identified a suite of products from 
Altris. After selecting the Altiris product suite we conducted a thorough investigation 
of its capabilities including reference calls and an on-site proof-of-concept. After a 
successful evaluation of the product, we purchased it in October 2003 and began 
implementation immediately. 
 
Using this product we will develop methods to help manage and deploy PCs and 
servers and provide accurate information regarding the current state of all installed 
systems. We have already begun using the system for inventorying installed 
systems and installing updates to anti-virus definitions and Microsoft Windows 
patches. Much work still remains to get all machines on campus to a common level 
of patches, but this product will be a great help in making that possible.  The Client 
States View proved by the Altiris Suite is shown in Figure 3-32. 


Figure 3-32.  Client Status View. 
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Actual Completion Date or Current Status:  1/15/2004 
 
  
Windows XP Image 
 
ITS completed the development of the Windows XP image and began installing it on 
PCs in the Summer of 2003. With this new image we have implemented a revised 
strategy for rolling out new versions of Windows.  This process will limit our imaging 
of PCs with the new version of Windows to when a user is receiving new hardware 
or has a valid business need.  
 
Microsoft will continue releasing new versions of Microsoft Windows on a 18 month 
to 2 year schedule. With the number of computers at Sinclair, a strategy to 
automatically move to the next version of Windows on all computers would mean we 
would consign ourselves to a never-ending process of upgrades. We believe the 
result of this kind of a strategy would be too much of an imposition on users without 
a fair return of additional functionality. 
 
As Microsoft continues to roll out new versions of the Windows operating system, it 
will be our goal to deploy and maintain the latest, stable OS version in the core 
image while minimizing the complexity of the software environment.  Our intent is to 
limit the number of different OS versions on campus to two.  If at any time this goal 
becomes unattainable, we will decide whether to temporarily relax this requirement 
or budget for the additional resources necessary to maintain the two OS goal. 
 
Actual Completion Date or Current Status:  7/15/2003 
 
  
Network and Systems Management 
 
ITS has an on-going project to implement and maintain a system that will monitor all 
Windows and UNIX servers and network equipment.  This system is based primarily 
on Hewlett-Packard’s Openview application. This software can be programmed to 
capture all of the messages issued from any server and act on messages according 
to predefined rules.  The work of the administrator of the Openview system is to 
determine which messages are critical, warnings, or information only.  All messages 
are flagged according to their established severity and are displayed at the NOC 
console.  The NOC technicians monitor the messages and provide proactive, 
preventive, and reactive responses as documented in the NOC manual. 
 
All of the UNIX and Windows servers have an Openview agent installed, which 
collects data from the servers and sends it to the Openview console.  The system 
captures messages from each server, which allows us to proactively manage 
performance, disk space, and hardware problems.   The NOC staff monitors the 
consoles, and a plasma screen is mounted in the Systems and Management area to 
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ensure high visibility is given to messages the servers are sending out from the 
Openview application system, as shown in Figure 3-33. 
 
We have begun the second phase of the Openview implementation this winter.  In 
this phase all of the network backbone equipment, routers and switches, will be 
monitored by a component of HP Openview called Network Node Manager.  
Network Node Manager will constantly monitor various statistics that are gathered 
within network devices and create messages that are displayed within Openview to 
be categorized according to their priority and handled appropriately.  
 
Using the new tools will allow the department to prevent serious disruptions.  This 
information will also provide statistics on network traffic and enable ITS to predict if 
additional network equipment is needed, or if a some other change is required to 
maintain established network response time expectations. 


Figure 3-33.  HP Openview Display. 
 
 
Actual Completion Date or Current Status:  6/30/2004 
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ACD Software Upgrade 
 
On September 19, 2003, the Automatic Call Distribution (ACD) system was 
replaced.  It is an adjunct to the Private Branch Exchange (PBX), and routes calls 
based on predefined rules programmed into the system.  The ACD upgrade was 
done according to its 5-year useful life policy.  As part of the upgrade, a new, larger 
message board, shown in Figure 3-34, was installed in the Call Center so that 
agents can know the status of current telephone call traffic. 


Figure 3-34. Intellicenter. 
 
The upgraded system provides 4 additional reports for the management of ACD 
groups.  Also, part of the new ACD system is a Custom Reporting module, which 
will allow the creation of other reports, as required. 
 
Actual Completion Date or Current Status:  9/19/2003 
 
  
Windows Scripting Projects 
 
Scripts are software programs written to automate tasks. ITS uses a number of 
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scripts to automate many of the tasks necessary to manage network resources such 
as user account creation, software deployment, etc. The intent of this project was to 
increase the use of scripts to further automate network management tasks thereby 
freeing up human resources to perform other tasks. 
 
The following scripts were developed during the 2003-04 fiscal year and are 
currently being used: 
  


• A query tool to allow System Engineers to gather data from Active Directory 
to help in troubleshooting and decision making. 


• An automated process to shutdown PC’s nightly to help minimize security 
and viral risks to the campus network. 


• A program to automate a specific maintenance task on the Exchange servers 
to ensure that this maintenance is done regularly and in the correct order. 


• An automated process to reboot servers on a regular, scheduled basis to 
help ensure resource availability during production hours. 


• A program to allow the Help Desk to more efficiently access a troubleshooting 
application. 


• A program to automatically update Antivirus DAT files on the servers so they 
will be available to the users when they reboot their PCs 


  
Actual Completion Date or Current Status:  3/30/2004 
 
  
Web Based Sabre Project 
 
ITS upgraded the Travel and Tourism lab located in Building 13 during the month of 
August 2003.  Previously this lab was only available to Travel and Tourism due to 
the proprietary network connection required by the Sabre system utilized for airline 
reservations training.  The Sabre system’s dial-up connection was changed to the 
new web based application, shown in Figure 3-35, which allows Internet access for 
the Travel and Tourism class.   
 
The PCs in this lab were replaced with new HP/Compaq P4 2.4 GHz machines and 
imaged with the standard academic lab image.  This lab has been connected to the 
Sinclair network and Travel and Tourism classes now access the Sabre System via 
the Sinclair Internet connection.  This has allowed the lab to be changed to a 
standard lab and used by other disciplines on campus.  This is a win-win for Travel 
and Tourism and SCC providing a new networked lab and greater use for the 
students of the college. 
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Figure 3-35.  Sabre System. 
 
Actual Completion Date or Current Status:  8/7/2003 
 
  
Intrusion Detection System 
 
This year ITS implemented an Intrusion Detection System (IDS), which includes an 
IDS sensor device and a management server, shown in Figure 3-36. The sensor 
has been deployed outside of the firewall and is used to detect suspicious network 
activity and assess the damage - if unauthorized access should occur.  These 
events are reported back to the management server for processing. 
 
The IDS uses updateable programs called “signatures” to detect network attacks 
and misuse.  The signature is the pattern of network traffic that can be associated 
with a particular type of documented attack. The manufacturer of the IDS gathers 
these attack patterns from actual attacks and creates the signatures that are 


provided in regular updates similar to 
the way anti-virus programs on 
workstations and servers are 
updated.  
 
 
 
 
 
 
 
 
 
 


Figure 3-36.  Dragon Intrusion Detection System. 
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Actual Completion Date or Current Status:  10/31/2003 
 
  
Windows Server 2003 
 
Microsoft’s newest Windows server operating system (OS), Windows Server 2003, 
was released in mid-2003.  This OS in not a major rewrite like Windows 2000 Server 
was compared to Windows NT Server 4.0, but it is still significant.  As Microsoft’s 
Windows server software evolves, so does its complexity, and the need for thorough 
testing before deploying in a production environment.    
 
Currently there is one server in the production environment running Windows Server 
2003 for an ITS infrastructure application. This OS is being tested and evaluated for 
general production use starting July 2004.   
 
Actual Completion Date or Current Status:  4/15/2004 
 
  
Streaming Media 
 
The purpose of this project was to determine the feasibility of using streaming media 
technologies.  Streaming media technology is a system of infrastructure, servers, 
and software whereby audio and video content is created, stored, and published for 
user access. The files are transmitted from the server in a continuous stream while 
they are viewed or played, rather than being downloaded in their entirety. 
 
A cross-functional team of individuals was assembled to determine the feasibility of 
this technology.  Following are the results of the study: 
  


• Defined streaming media technology and its potential uses within Sinclair 
Community College; 


• Documented examples of how the technology can promote student learning; 
• Documented a generic, vendor agnostic, process to show how streaming 


media content is developed; 
• Evaluated the various streaming media technologies available; 
• Looked at some “best practices” in the use of streaming media technology; 


and 
• Determined a cost of implementation. 


 
Actual Completion Date or Current Status:  2/15/2004 
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VOIP Cost/Benefit Analysis 
 
In most organizations, voice and data telecommunications are accomplished using 
separate infrastructures and support personnel. Convergence in voice and data 
telecommunications means voice telecommunications are delivered using 
technologies that have been developed and standardized in the data-networking 
environment. Voice-over-IP (VOIP) or IP Telephony is a technology that allows 
voice traffic to be passed over a data network using TCP/IP, the open standard for 
transmitting data over the Internet and over most internal data networks. 
 
The purpose of this project was to analyze the current state of IP Telephony and 
determine whether there could be benefits for Sinclair to make plans for a migration 
to this technology. Items that were considered included, the replacement of current 
voice telecommunications equipment within its useful life and its ability to support 
VOIP, the maturity of VOIP for delivering services that are expected by campus 
users, organizational impacts of using VOIP, and associated costs. A whitepaper 
was produced, containing the results of this study. 
 
Actual Completion Date or Current Status:  4/30/2004 
 
 
SAN Changes 
 
The Storage Area Network (SAN) is a dedicated network for data storage devices 
(i.e., disk drives, tape drives, etc.).  It is separate from the Local Area Network (LAN) 
that connects the workstations and servers.  This separation allows high-speed 
access to data by the servers without impacting LAN traffic.   
 
This project involved redesigning the Storage Area Network (SAN) for improved 
reliability and reduction of risk.  Four new SAN switches were interconnected into a 
meshed architecture eliminating the possibility of a single point-of-failure among the 
meshed switches causing disruption of service.  The three older SAN switches were 
left isolated due to incompatibilities between them and the new switches. 
 
Port zoning was implemented on all seven SAN switches.  Port zoning is simply, the 
isolation of each port in the switch from other ports in the switch.  This port isolation 
allows devices connected to each switch port to operate independently and without 
interference from other connected devices.  This will improve the reliability of SAN 
connected servers by eliminating the effects of one server on another.  
 
Further improvements will be made over the next several months as the disk arrays 
that connect to the SAN are replaced. Also, we will be looking at the SAN switching 
equipment to determine if other changes need to be made. The progress on these 
changes will be tracked under the project to upgrade storage network components 
in the 2004-05 Master Plan. 
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Actual Completion Date or Current Status:  3/14/2004 
 
 
SAN Backup 
 
Currently, data and applications stored on the college’s servers and SAN totals 
approximately 4 terabytes.  This data is backed up to tape devices on a daily basis 
over the LAN.  In order to not affect LAN traffic, and user access to applications and 
data, all backups are performed in the evening.   With the expansion of services, 
and growth in the volume of data, the ability to complete file backups during times 
that will not affect users is decreasing. 
 
One of the changes that we had hoped would improve the performance of our 
backups and decrease the amount of time that backups require is to have backup 
traffic communicate over the SAN rather than over the LAN. Due to issues 
encountered with the SAN infrastructure, backup software and servers, a decision 
was made to cancel this project due to concerns that moving forward would result in 
system instability and unnecessary downtime.   
 
The time spent on this project was not wasted however.  We feel the changes that 
were made to the SAN and backup infrastructure in preparation for this project (see 
SAN Changes, above) increased the stability and robustness of the systems as a 
whole.  Some of these changes were as follows: 
 


• Developed modified SAN design to reduce the level of exposure to risk by 
eliminating a SAN switch as a single point of failure; 


• Instituted “zoning” on the SAN switched to enhance data security and 
integrity; 


• Upgraded backup software to a more robust and stable version; and 
• Upgraded firmware on SAN to increase reliability and ensure continued, 


trouble free operation. 
 
While we have postponed our use of the SAN for performing backups, we have not 
given up on it. We have identified a project in the 2004-05 Master plan for 
investigating enterprise backup software to improve our ability to guarantee 
successful restoration of lost data. Depending on the solution that is chosen, SAN 
backups could become more feasible. In face, the possibility exists that with new 
backup technologies it may not be necessary to use the SAN for backup traffic. 
 
Actual Completion Date or Current Status:  1/15/2004 
 
 
Upgrade Network Operations Center (NOC) Equipment 
 
In fiscal 2003-04, we replaced the networking equipment that provides the 
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connection for all of the computing devices in the NOC. This equipment, which was 
present prior to the beginning of the Telecommunication Infrastructure Project, was 
not replaced as part of that project due to its age at the time, as well as the fact that 
it met all of our needs at the time.  
 
These devices are now an obsolete technology and were replaced according to the 
college’s Renewal & Replacement plan. This upgrade allows us to provide 10-fold 
increases in speed between the network backbone and certain servers. Servers that 
require higher communication speeds are now connected to the new network 
equipment using gigabit Ethernet, and this equipment has 8 gigabits of capacity to 
communicate with the campus backbone. 
  
Actual Completion Date or Current Status:  4/26/2004 
 
  
Firewall Upgrade 
 
In the 2003-2004 budget cycle, Sinclair’s Firewalls were due for replacement per the 
R & R Schedule.  Many advances have been made in firewall technology in the 
three years since the previous devices were deployed. Sinclair has also made 
significant advances in the use of network resources during those three years.  This 
project provided for the investigation of alternative firewall technologies and 
selection and installation of the chosen system. The installation of the new firewall 
was completed with minimized downtime by having the new system completely 
configured, tested, and racked before changing a few connections to make it active. 
 
Actual Completion Date or Current Status:  1/23/2004 
 
  
Cell/Pager Antennae 
 
Even before moving to the basement of Building 13, ITS experienced intermittent 
problems with pages, two-way messages, and cell phone calls not being received 
by support staff in certain locations on campus.  These lost messages are generally 
traced back to employees not receiving messages when working in the basements 
of campus buildings.  With the move of ITS to the basement of Building 13, this 
issue had to be addressed as staff would be communicating from the basement to 
other staff elsewhere on campus.  
 
There were different options available for boosting or amplifying the signal of cell 
phone or pager communication.  We met with our cell phone/two way radio and 
pager suppliers to determine the optimal and most cost efficient method of ensuring 
that all critical messages get through.  This project was completed in two phases.  
Prior to the move in July, 2003, an antenna was installed in the basement of 
Building 13 to boost the signal for the Nextel two-way /cell phones.   
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The Nextel antenna resolved the cell phone problem but the paging problem 
remained. ITS staff were able to receive pages outside the basement of Building 13; 
however, receiving pages while in their office was not dependable and the resolution 
proposed by the vendor was very costly. 
 
We determined that email paging via the two-way/cell phones was an option and 
began testing that process.  After 6 weeks of testing, it was agreed by all ITS staff to 
switch from the alpha pagers to paging via their current two-way/cell phones.  This 
has provided greater reliability of pages being received and allowed for ITS staff to 
eliminate carrying the pager in addition to their cell phone.  The Nextel Cell/Pager 
Amplifier is shown in Figure 3-37. 
 
 
 
  
 
  
  
 
 
 
 
 
 
 
 
 
 
 
 


Figure 3-37.  Nextel Cell/Pager Amplifier. 
 
Actual Completion Date or Current Status:  1/9/2004 
 
  


CCS Support Plan 
 
ITS provides support for the computing and networking needs of the Corporate and 
Community Service (CCS) division. In the past this support was limited to 2 
computer classrooms in Building 12. Along with the implementation of a dedicated 
Internet connection, the technology needs for CCS clients throughout Building 12 
have increased, including assistance in assessing new clients’ technology needs, 
performing configuration of laptops for seminars, installing wireless network setups, 
and performing software installs. 
 
Our primary objective with this project was to ensure that CCS continues to receive 
the level and quality of service, with the increase of technology support, while 
putting into place a sustainable and scalable support model. The support model for 
CCS revolves around the development of the IT Lab Coordinator position. This 
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position ensures the availability of a quality, technology-enhanced learning 
environment by monitoring CCS schedules and coordinating technical support.  
 
The IT Lab Coordinator provides the linkages between Corporate and Community 
Services, including the instructional needs of faculty and outside clients with the 
technical expertise of the User Support Technicians.  The IT Lab Coordinator will 
also help CCS identify and explore opportunities for new, expanded, and improved 
services communicating and documenting any new processes affecting support. 
 
Actual Completion Date or Current Status:  12/15/2003 
 
  
Crestron Replacement of Netlinx 
 
Most of the multimedia classrooms were equipped with Netlinx devices to allow 
network monitoring and management of the various pieces of equipment included in 
a multimedia classroom.  After looking at alternatives, it became evident that it 
would cost less to deploy Crestron equipment throughout the campus than to add 
the remaining Netlinx devices to unmonitored classrooms.   
 
This project involved the addition of Crestron devices to Sinclair’s network, allowing 
Crestron employees access to the devices remotely for configuration and 
troubleshooting, and the removal of Netlinx devices.  In addition, the Help Desk and 
Media Services now have the Crestron software installed and configured for 
monitoring the multimedia classroom equipment. 
 
Actual Completion Date or Current Status:  12/19/2003 
 
  
Remote Access for HVAC 
 
The campus’ Heating, Ventilation, and Air Conditioning (HVAC) system is managed 
via a software application, shown in Figure 3-38, that is connected to various 
environmental controls located throughout the campus. This application can be used 
to monitor, manage, troubleshoot, and resolve problems that occur with the HVAC 
system. During normal work hours, HVAC personnel are available to use the 
management system; however, if a situation arises when the campus is closed or 
outside of normal operating hours there may not be anyone present to use the 
system.  In the past, HVAC used a slow and unreliable modem to provide remote 
HVAC support. 
 
The new Firewall devices that were implemented provide for more connections than 
were possible using the previous equipment.  One of these extra connections was 
used to provide secure, internet connectivity to the HVAC network.  Through this 
connection, HVAC personnel can use an off-campus PC to remotely access HVAC 
applications on their network at broadband speeds. 
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Figure 3-38.  BAS HVAC Monitoring System. 
 
Actual Completion Date or Current Status:  3/8/2004 
 
  
Student Services Off Campus Plato Labs 
 
Implementing Plato labs at high school locations allows Sinclair to reach out to 
future students of the college.  Plato is a learning software application that will test 
the student, determine the academic areas in which they are deficient, determine 
which set of curriculum the student needs to work through, and test the student.  By 
providing the Plato labs at high school locations, we are attempting to minimize the 
number of students required to complete developmental classes before taking 
College level classes.   
 
These students are high-risk college students and often drop out of college.  By 
reaching out with Plato, Sinclair will assist the students in identifying the subjects in 
which they need remediation and supply that learning opportunity, all prior to the 
student graduating high school and entering College.  Sinclair gives back to the 
community, creates a better student for Sinclair, and ensures success for the 
student’s College years. ITS provided and installed trickle-down PCs for Dunbar, 
Stebbins, and Northridge High Schools, bringing the total number of Plato labs to 
four.  One of the Plato Labs is shown in Figure 3-39.  The lab at Miamisburg High 
School was implemented during Fiscal Year 2002-03 and the last three labs were 
completed February 16th with the final sign-offs on February 20th, 2004.   
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Figure 3-39.  Plato Lab at an Area High School. 
 
Actual Completion Date or Current Status:  2/20/2004 
 
  
Out of School Youth - New Labs Created 
 
ITS works with the Out of School Youth (OSY) program located at the Job Center to 
provide support for the installation of computer labs at various locations throughout 
the community.  When new labs are being proposed, ITS staff meets at proposed 
locations, reviews proposed rooms, and receives input from the location relative to 
what they are trying to accomplish.  We then develop specifications, provide 
purchase requisitions, arrange for delivery of equipment and services (telephone, 
ISP), and install the PCs, printers and network equipment.   
 
ITS also provides training for employees at new OSY lab locations and develops 
documentation to assist in supporting the lab.  ITS staff is available for questions 
that may arise at the new lab at later dates, but on-going support is not provided for 
the labs.  During the planning phase, an agreement is formed to define the support 
which will be provided by Sinclair and the support that will be provided by other non-
college personnel.  Two labs were implemented this year at the New Choices 
Community School on Keowee Street.    
 
Actual Completion Date or Current Status:  12/31/2003 
 
  
Part-time Employee Scheduling 
 
Scheduling of employees to cover a large range of hours in multiple positions can 
be very time consuming and cumbersome. Part-time employees increase the 
complexity of the task due to changes in their availability and the turnover during the 
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quarter. Supervisors all over campus spend hours upon hours creating and revising 
part-time employee schedules manually.   Currently ITS is subscribing to an online 
employee application called Schedule Source which seems to fit the needs for 
multiple scheduling situations. 
 
We will continue to pilot test the Schedule Source application and provide 
information to the campus so other departments can take advantage of the system’s 
capabilities. We have also identified a project in the 2004-05 IT Master Plan to look 
at bringing this capability on-campus so other departments might be able to use it 
and to reduce the overall cost. 
 
Actual Completion Date or Current Status:  2/15/2004 
 
  
Documentation Repository 
 
Technical structures and processes, user instructions, and policies, procedures, 
guidelines, and other documentation are essential components to effective and 
efficient use of Information Technology. An Information Technology documentation 
repository has been developed as a knowledge management tool to allow rapid 
retrieval and ensure consistent update of key process documents. 
 
  
Actual Completion Date or Current Status:  2/24/2004 
 
  
WebAdvisor Documentation 
 
Short and long versions of a WebAdvisor user guide were created to help with the 
rollout of the system. The long version is in the RoboHELP format so users can 
search the instructions. The short version was requested by Registration to hand out 
as an informational tool to students. A user guide for WebAdvisor budget functions 
was also created.  
 
Actual Completion Date or Current Status:  12/19/2003 
 
  
Replacement of Forum Projectors 
 
Prior to this project data projectors in the CIL Forum were aging and frequently out 
of alignment. Bulbs for these projectors are very expensive, and the maintenance 
costs for installing bulbs and frequently realigning the projectors was a high ongoing 
expense. Media Services requested $75,000 in FY 2003-04 to purchase and install 
new projectors.  Preliminary investigation indicated that new projectors and 
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installation would cost $20-25,000 each. Also, new projectors would be more easily 
maintained, bulbs cost less, last longer, and may be replaced by our own staff. An 
estimated cost savings of approximately $7,300 per year for bulbs and maintenance 
with the new projectors is expected.  In December, 2003 new NEC projectors were 
installed in the Forum. The actual cost for the purchase and installation of these 
projectors and the removal of the old equipment was $43,379.  
 
Actual Completion Date or Current Status:  12/29/2003 
 
  
Building 12 Sound and Control Equipment Upgrade Planning 
 
The lighting control systems in Building 12 are the original systems from the time of 
the construction of the building. These systems provide the control for the various 
light sources and provide varied lighting levels in the two auditoriums and the Great 
Hall. These systems, including the programmable dimmers, are controlled by a 
computerized system. Those systems are showing signs of age. In particular, the 
lighting control systems in room 12-150 are failing and some components are 
already inoperative. These systems are so old that replacement parts can no longer 
be obtained, and the vendors have been unable to repair them. Many of the lighting 
systems in the meeting rooms are also beginning to operate inconsistently and are 
in need of replacement. 
 
The audio systems in the two auditoriums and the Great Hall are also showing signs 
of age. These systems, including the amplifiers and speakers, are required to 
support a variety of events including vocal performances, speech, musical groups, 
and background music. It is becoming increasingly difficult to adjust the systems for 
these various requirements. Vendors have provided cost estimates for replacement 
of the lighting control systems. Funding was requested in the FY 2003-04 budget to 
evaluate the audio systems and replace the lighting control systems.  
 
The lighting control issue has been taken over by Facilities Management. They 
prefer a Lutron control system to the Crestron system Media Services had been 
investigating. At this time, the lighting systems in room 150 are scheduled to be 
replaced during Spring Quarter, 2004. An audio engineer has been contacted to 
consult on the audio systems in Building 12. He has made some recommendations 
and Media Services is working with him to determine the best approach for 
upgrading the systems. It is expected that this work will be completed during Spring 
Quarter, 2004. 
 
Actual Completion Date or Current Status:  5/30/2004 
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Building 14 Media Control System Replacement Planning 
 
The Building 14 media control system provides connectivity from the interactive 
classrooms to remote sites for the delivery of two-way videoconferencing classes. 
The current system is over five years old and must be replaced with more up-to-date 
technology. In addition, the multimedia equipment in the Building 14 classrooms is 
different from the equipment in multimedia rooms throughout the campus, causing 
faculty to struggle with major media operational differences, which in turn affects 
student learning. 
 
Consistency of media control systems throughout the college is necessary so that 
instructors can use all multimedia rooms effectively.  As these systems age, they 
require more maintenance and the possibility of failure increases. Since we interface 
every day, via videoconferencing, with other schools throughout Ohio, the United 
States, and England, a failure of our systems must be avoided. 
 
During FY 2003-2004, new control systems were investigated and plans made for  
the upgrade of various systems. In FY 2004-05, the non-DL classrooms should be 
upgraded to standard podium rooms consistent with the rest of the campus. In 
addition, funds will be requested to add one additional DL room, a new codec, new 
switcher, provide Crestron programming for four DL rooms and the Head End, and 
replace the Synergy software with Crestron software. The two systems will run 
concurrently until it is assured that the Crestron replacement will successfully control 
the necessary systems and functions.  
 
In FY 2005-06, the existing three DL rooms should be upgraded to Crestron control 
equipment and various aging media equipment should be replaced. The Head End 
should be converted entirely to Crestron control and the unneeded equipment and 
wiring associated with Synergy should be removed. 
 
These new systems will improve the learning environment by: 


• Reducing downtime for maintenance;  
• Reducing maintenance spending; 
• Reducing classroom maintenance time; 
• Increasing availability of classrooms; and 
• Increasing faculty and student satisfaction. 
 


Actual Completion Date or Current Status:  2/20/2004 
 
  
Campus Wide Information System 
 
Student Services and several other departments have expressed an interest in 
developing a system to display messages and other information pertinent to 
students on monitors located in various parts of the campus. The intent was to 
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provide electronic posters with immediate availability of information and reduce the 
use of conventional paper-based posters. Media Services has investigated 
hardware and software systems needed to provide a campus-wide messaging and 
signage via the network and cable TV system.  
 
The criteria for such a system includes messaging, event announcements, 
advertising, news bulletins, etc, to the desktop via the Intranet, to TVs connected to 
the campus cable system, and to employee and student home PCs via the Internet. 
Departments would be able to generate their own information to the system and 
post it through an approval process. 
 
Media Services investigated available systems and found that the Edgecast system 
would meet the expressed needs. However, the cost involved would be 
approximately $40,000 for the server and one channel capability. Interest in this 
project seems to have dwindled and it may be possible to meet some of the needs 
with a dedicated PC and a few plasma displays running PowerPoint while other 
needs will be addressed through kiosk upgrades and the video streaming project.  
The project is on hold pending additional investigation by interested departments. 
 
Actual Completion Date or Current Status:  1/15/2004 
 
 
Tartan Card System 
 
This year, several components of the Tartan Card system were replaced. The 
server that provides for the central processing of transactions within the Tartan Card 
system was replaced with new hardware and operating software in June 2003. Also, 
the system that creates Tartan IDs needed to be upgraded due to the increased 
number of failures and was replaced in December 2003. ITS worked with 
Registration, Systems Development & Maintenance and the vendor to determine 
hardware requirements for these upgrades.  
 
The server is a new generation of HP Unix hardware running the latest version of 
the Unix operating system. The card printers were replaced with newer, more 
reliable printers that print Tartan Cards in half the time. The two digital cameras 
were replaced with USB digital cameras and the two Windows 95 workstations were 
replaced with brand new Pentium 4 PCs running Windows 2000.  Figure 3-40 
contains pictures of the printer and digital camera.  The application software to 
handle card printing was upgraded from Quick works to IDWorks, which in addition 
to the other functions provides the ability to email pictures. 
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Figure 3-40.  Tartan Card Printer and Digital Camera. 
 
Actual Completion Date or Current Status:  12/15/2003 
 
  
Honda CBT’s for Automotive Department 
 
Honda supplied the automotive department with 120 Computer Based Training 
(CBT) CD-ROMs to use in their program beginning Fall Quarter 2003.  ITS and the 
engineering department worked together to provide a delivery mechanism for these 
training modules.   
 
Our CD-ROM server, which virtualizes CDs by storing the data to its hard drive and 
emulating a CD drive, was upgraded to provide extra disk space and the initial 120 
CD’s were installed on the CD server.  The engineering department developed the 
client interface for the application.  Additional CBT modules have been added since 
project completion.  
 
Actual Completion Date or Current Status:  8/25/2003 
 
  
Acceptable Use Policy 
 
To help ensure college electronic resources are primarily devoted to Sinclair's 
education mission, and in keeping with our commitment to provide maximum 
technological resources to Learning-Centered education, this policy was developed 
to provide direction in the appropriate use of all forms of electronic resources on 
campus or directly supported by the College. The Sinclair Board of Trustees 
approved this policy on September 9, 2003. 
 
Actual Completion Date or Current Status:  9/18/2003 
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Wireless Cart Implementations 
 
Over the last year ITS worked with the Sociology and Chemistry departments to 
implement Wireless Laptop Carts and is currently assisting Physics with its wireless 
laptop cart purchase.  ITS provided assistance in procuring the standard laptop 
hardware, laptop cart, as depicted in Figure 3-41, and network wireless access 
equipment, and upon receipt of all equipment items ordered, ITS configured and 
installed the laptop cart, provided training for the users and technicians, and 
implemented the wireless laptop cart.   
 
By working with departments during budget planning ITS can ensure that 
appropriate funding is requested and data security will be maintained after 
implementation.  ITS also assisted the Management department to implement a 
wireless cart using existing wireless laptops. The Management department initially 
implemented laptops to be used in one room, and with its popularity it was 
expanded to reside on a cart with the Wireless Access point allowing for greater use 
in more classrooms. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3-41.  Wireless Laptop Cart. 
 
Actual Completion Date or Current Status:  3/15/2004 
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Department Laser Printing from Colleague 
 
ITS worked with the Accounting, Payroll, and Purchasing offices to convert their 
forms to be able to print on laser printers. Systems Development and Maintenance 
identified a vendor, Source 4, whose software interfaced with Colleague and the 
Easy Spooler print spooling system to allow for the printing of laser checks and 
purchase orders. Individual departments had separate Source 4 programs created 
for printing of their files.   
 
This implementation was completed in three months.  Purchasing is now printing 
laser purchase orders; Accounting is printing laser accounts payable checks; and 
Payroll is printing laser payroll checks.  This project reduced costs associated with 
special forms and upgraded printing to a newer method. 
 
Actual Completion Date or Current Status:  10/24/2003 
 
  
New Multimedia Podium Rooms 
 
Media Services worked with Facilities Management and Roscor to arrange for and 
oversee the installation of 16 new multimedia podium rooms over the summer, 5 
new multimedia podium rooms over winter break, 5 new multimedia rooms and the 
upgrade of 3 partially equipped multimedia rooms during spring break. Media 
Services staff verified the functionality of these rooms and worked with the 
contractor to resolve any problems with the installations. 
 
Actual Completion Date or Current Status:  4/2/2004 
 
  
LCD Monitor Upgrades 
 
The new standard for PC monitors is a 17” LCD flat panel display, as pictured in 
Figure 3-42.  Recently we were able to justify the increased cost for the new 
monitors and make the change to purchase LCD monitors instead of CRTs.  This is 
possible through our ability to take advantage of an Ohio State University price, 
along with a sufficient reduction from energy cost savings and increased length of 
the LCDs useful life.   
 
There are also non-monetary benefits from purchasing the LCD monitors.  Studies 
show that LCD monitors are much better ergonomically than CRTs.  This includes 
the level of eye strain on the user, the amount of electromagnetic radiation that the 
monitors emit, and the decrease in the need to print hard copy due to the ability to 
read more information on the screen rather than printing. 
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This project will take 4 years to complete and require us to increase the system’s 
useful life from 3.5 years to 4 years during the initial rollout. CRTs will be replaced 
with LCD monitors during the Replacement and Renewal cycle.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3-42.  17” LCD Flat Panel Monitor. 
 
 
Actual Completion Date or Current Status:  12/15/2003 
 
 
Teleport I Recabling 
 
The telecommunications project provided for the complete rewiring of the campus 
network with the exception of a few facilities, for various reasons. The Teleport in 
Building 11 was not rewired because of plans for moving the Teleport to the 
redesigned LRC. Because of delays in the LRC project, it was determined that the 
capabilities required within the Teleport for higher speed network capacity could not 
be delayed any longer. This project replaced the fiber-optic cable with copper cable. 
This cable allowed the network interface cards that are integrated in the PC to be 
used, providing 100-megabit/second transmission speeds rather than requiring the 
replacement of the 10-megabit fiber-optic network interface cards. 
 
Actual Completion Date or Current Status:  12/15/2003 
 
  
Remote Diagnosis of Multimedia Classrooms 
 
As mentioned in another project, the multimedia classrooms were originally 
equipped with AMX media control devices. The AMX equipment has now been 
replaced with Crestron remote control touch panels, control processors, and wiring 
harnesses.  One of the benefits that the Crestron system provides is that it allows 
the Help Desk and Media Services to login remotely to the Crestron equipment and 
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assist multimedia room clients in using the equipment or in troubleshooting 
problems.  A sample Roomview screen is shown in Figure 3-42. 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3-43.  Roomview Screen. 
 
Actual Completion Date or Current Status:  3/26/2004 
 
  
Colleague PDF File Creation 
 
ITS has been in the process of implementing a system to allow PDF file creation for 
the Colleague user community over the last year.  This provides Colleague users 
the ability to create a Colleague report in a PDF format, download it to their PC or 
the PDF server, review the report and then either print it, save it for later or delete it 
if it has no real value.  This project has a twofold function, not only to provide users 
with another means of receiving and managing their Colleague reports, but also to 
reduce green bar paper cost. 
 
This capability will allow Colleague reports that are currently printed on green bar 
paper to be printed by the user on a laser jet printer.  This will also provide the users 
with greater flexibility in accessing their files.  They will not have to wait for a report 
to be delivered or wait for the report to print to ensure that is the data they are 
looking for.  It will also allow for an easy method of providing information to other 
departments on campus. 
 
Actual Completion Date or Current Status:  3/15/2004 
 
  
Certification Lab Network 
 
ITS maintains a facility for the testing of new technologies, which is completely 
separated from the campus network. This is necessary because many technologies 
could conflict with current production systems, especially if they are not configured 
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properly. This environment allows ITS personnel the ability to try various options 
and combinations that would not be possible otherwise. 
 
This year we expanded the certification lab to include many new kinds of systems, 
including a Microsoft Exchange server within a duplicate Sinclair Windows domain. 
With these new systems we have been able to test many more capabilities than 
ever before including several of the projects listed in this IT Master Plan.  
 
Actual Completion Date or Current Status:  3/15/2004 
 
  
Redundant Internet Connection 
 
As part of a business continuity assessment for data and voice services, a potential 
point of failure was identified for Sinclair’s Internet connection.  Currently, 4 T-1s (6 
mb/sec) provide Internet access through OARNet.  The T-1s are fed from SBC’s 
downtown CO (Central Office) to Sinclair.  If any mechanical or software failure 
occurred between the CO and Sinclair Community College, our Internet access 
would disappear.  During the past several months, Internet alternatives were 
explored to identify possible solutions for providing redundant services.   
 
Several vendors submitted proposals and the best solution was one that combines  
a microwave connection from one vendor and ISP service from another - for an 
additional 3 mb/sec of bandwidth. On March 16, 2004 a microwave transceiver, 
provided by ifiber.net, was mounted on Building 12.  Using this connection we were 
able to obtain Internet connectivity from DONet, Inc., the ISP provider.  This service 
was enabled on the weekend of April 10, 2004. Network engineers from ITS, 
OARnet and Donet collaborated on the configuration of the connection’s equipment 
so that the additional bandwidth can be utilized to improve speed as well as provide 
the level of redundancy sought. 
 
Actual Completion Date or Current Status:  4/10/2004 
 
  
Telephone Registration (TReg) Server Upgrade 
 
The telephone registration function is provided by a combination of systems working 
together. The main part of this function is provided by the Colleague system, which 
holds all of the course and student information. The other part of the system, which 
provides the interface to the student on the telephone, is known as an Interactive 
Voice Response (IVR) system. The IVR component of the telephone registration 
system reached the end of its useful life this year and was replaced with new 
hardware and a newer version of the software. 
 
Actual Completion Date or Current Status:  4/23/2004 
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Server-Side Email Purging 
 
The college is interested in purging email from inboxes to prevent those inboxes 
from filling up and causing important emails to be undeliverable, and to reduce the 
amount of wasted disk space. ITS has researched Microsoft’s built-in capabilities as 
well as third party tools and methods that are available to accomplish this function. 
We have found that Microsoft Exchange does provide some limited capability to 
purge email based on the age of items in the inbox. 
 
We are currently in the process of Building a test Microsoft Exchange server to allow 
us to verify that the function will work without causing problems for the system. 
Once it is determined if this function will work, we will establish limits for email 
retention and initiate the process. 
 
Actual Completion Date or Current Status:  6/30/2004 
 
  
Instant Messaging  
 
Instant messaging is a technology that allows real-time communication between 
individuals over the Internet. AOL Instant Messenger and Microsoft Messenger are 
2 instant messaging products that are available for free download. These programs 
have become widely used for personal use, but are being used for valid business 
purposes as well. 
 
The purpose of this project is to  evaluate the benefits of making use of an instant 
messaging product at Sinclair as a part of our overall communication toolset. Also, 
the risks of using non-Sinclair servers for providing the interconnection between 
users will be evaluated. Finally, costs of different options will be reviewed and a plan 
developed for whether any action should be taken or if ad-hoc usage should be 
allowed to continue. 
 
Actual Completion Date or Current Status:  6/30/2004 
 
  
Disaster Recovery Planning and Testing 
 
 ITS routinely tests the ability to restore the Unix and Windows network servers 
(operating systems and applications)  by going to the disaster recovery center at 
Sungard.  ITS has an agreement with Sungard to provide computer systems to 
Sinclair in the event of a disaster, and part of this agreement includes test hours, 
which allows the College to test their ability to restore and recover the data and files 
that are backed up to tape.   
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IT staff visited the Philadelphia Sunguard Installation in April to test the restore and 
recovery of the Colleague System.  This test also provides an opportunity to review 
current documentation and make any upgrades and changes required.  Routine 
Disaster/Recovery testing is required by the College Auditors. 
 
Actual Completion Date or Current Status:  4/19/2004 
 
  


Information Security Office 
 
 
Effectiveness and efficiency of this infrastructure depends not only on prudent 
funding and implementation management practices, but increasingly, on the 
effectiveness of the information security practices that ensure systems reliability and 
integrity.  To provide maximum technological resources to learning-centered 
education, the College must implement effective and efficient information security 
practices to ensure the confidentiality, integrity, and availability of its information 
assets. 
 
As College dependence on information technology resources has increased, the 
threats to and vulnerabilities of these resources has also multiplied.  The National 
Strategy to Secure Cyberspace (Feb 2003, p40) specifically details two inherent 
vulnerabilities typical to a higher education environment: (1) higher education 
institutions possess vast amounts of computing power; and (2) they allow relatively 
open access to those resources.  The Strategy specifically details past exploits 
(denial-of-service attacks) that enabled external hackers to utilize network resources 
to harm targeted external businesses and also the academic institutions 
themselves.  In these incidents, the hackers were not interested in the information 
within the institutions, only in the infrastructure and power offered by the systems.  
Other recent high-profile and extremely costly academic institution information 
security incidents have been widely reported in the national media.  In January, 
2003, the SEVIS database of a large Mid-Western academic institution was hacked; 
the (external) hackers obtained Social Security numbers, passport numbers, birth 
dates, and countries of origin of over 1450 students.  In March 2003, the security of 
the administrative database of another large academic institution was breached by a 
student; Social Security numbers and other personal data of over 50,000 students 
and employees were compromised.  Also in March, 2003, external hackers stole 
names, addresses, email addresses, telephone numbers, and credit card numbers 
from the box-office computer of a large Southern academic institution; the theft cost 
the institution tens of thousands of dollars (in postage costs alone) to notify 
individuals potentially affected.  Sinclair must strive to develop an information 
security program that minimizes the risk of incidents like these occurring, and must 
also prepare to respond appropriately in the event such incidents do occur. 
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Recent legislation and pending legislation also significantly impacts information 
security requirements.  The Federal Trade Commission has ruled that higher 
education institutions are “financial institutions” if they participate in many federal 
financial aid programs, and must comply with the information security requirements 
of the Gramm-Leach Bliley Act (GLBA).  The GLBA specifically mandates 
institutions establish a formal security program that as a minimum: (1) delegates an 
individual office of primary information security responsibility; (2) implements an 
identification and risk assessment process(es); (3) implements safeguards/risk 
mitigation measures; (4) ensures security is considered when selecting service 
providers; and (5) is periodically evaluated and adjusted to maintain currency.  
Legislation enacted in California requires institutions to notify every individual 
(California resident) potentially affected if an information asset containing personal 
information is compromised; similar legislation has been introduced at the Federal 
level.  Sinclair must develop and implement an information security program that 
meets current legislative mandates, yet is flexible enough to be updated to comply 
with future legislation 
 
The overall need for the existence of the information security office is twofold. The 
primary responsibility of the office is to develop and implement strategies to meet 
the College’s internal information assurance requirements and ethical 
responsibilities to ensure the confidentiality, integrity, and accessibility of student 
and other stakeholder information.  A secondary purpose is to ensure the College 
information security practices effectively comply with information security mandates 
imposed by current state and federal legislation. 
To endeavor to meet these needs, the Information Security Office develops, 
implements, and oversees an information security program.  The program objective 
is to protect information and information infrastructure.  This objective includes 
protection against anticipated threats; to protect against loss of, unauthorized 
access to, or improper use of, information that could result in substantial harm or 
inconvenience to the College or any stakeholder; to identify incidents that have 
resulted or may result in a breach of this information; and to develop processes to 
respond to, mitigate damages resulting from, and prevent recurrence of information 
security incidents.  
 
The Chief Information Security Officer (CISO) provides specialized consulting, 
materials, programs, and analysis related to the areas of information security. The 
primary responsibility is to develop and implement a campus-wide security program 
that supports the academic and administrative use of Information Technology. 
 
With the escalating concern over information security due to potential terrorist or 
hacker attacks, as well as with the increased emphasis and mandates on 
information security issues imposed by Federal and State entities, the CISO’s 
mission is to increase the College focus on providing a stable and secure 
Information Technology environment.   
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Following are the Major Accomplishments for FY2003-2004 for the Information 
Security Office: 
 


• Test vs. Production Procedures & Documentation 
• Data Standards Manual (DSM) Revision 
• Explore Feasibility/Requirements to Implement Field Level Security within 


Colleague 
• Develop a Comprehensive Formal Security Program  


 
Descriptions of these projects are presenting on this and the following pages. 
 
 
 
Test vs. Production Procedures & Documentation 
 
Specific procedures for updating/patching server information, operating systems, 
applications, custom code, etc. should be developed and documented.  This 
includes delineating the specific types of changes that must be accomplished on the 
test system before being applied to the production (live) system, and the 
processes/steps required to move entities from test to production. 
 
Qualitative/Quantitative ROI: 
 
Formal change management processes result in increased staff productivity, 
reduced backlogs, and the ability to handle higher volumes of systems changes. 
 
Actual Completion Date or Current Status:  1/14/04  
 
This project was a hold-over from QA&ITL; Information Security has no or very 
limited role in developing these processes.  The project was split, and change 
management process development was transferred to individual IT departments: 
Administrative Systems for Colleague; Web Systems for web applications; ITS for 
network.  CISO will review/advise on processes from information security viewpoint 
as needed. 
 
  
Data Standards Manual (DSM) Revision 
 
The Data Standards Manual is the vehicle Sinclair has chosen to make users aware 
of their responsibility to keep student data confidential. The manual required revision 
to update specific areas and to clarify responsibilities. 
 
Qualitative/Quantitative ROI: 
 
Implementation of effective data standards helps ensure the integrity and availability 
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of the data to all users of the information.  Results include more efficient mailings, 
accurate reporting, reduced record duplication. 
 
Actual Completion Date or Current Status:  1/12/2004  
 
 
Explore Feasibility/Requirements to Implement Field Level Security 
within Colleague 
 
Security and access control within the Colleague system is currently controlled and 
managed at the screen or process level.  Each screen/process utilizes numerous 
fields.  When a screen contains both sensitive and non-sensitive data fields, it is 
presently not possible to provide restricted access to the sensitive and full access to 
the non-sensitive.  This results in reduced access to users or in development of 
custom screens.  
 
Field level security works, but it will not secure “virtual” fields. All current screens 
that were developed to secure fields are securing virtual fields.  However, the field 
level security is potentially very valuable for securing sensitive/critical data in future 
based on risk assessment and controls required.   
  
Qualitative/Quantitative ROI: 
 
Field level security implementation within Colleague potentially provides more 
granular control over individual access to sensitive information within the system. 
Field level security also may reduce the requirements for custom coded screens and 
processes currently developed or requested solely to restrict users’ access to data 
on a standard Colleague screen. 
 
Actual Completion Date or Current Status:  1/15/04.  
 
 
Develop a Comprehensive Formal Security Program 
 
The initial objectives of the Sinclair Information Security Program are: 
 


• To provide an efficient and effective information security program to minimize 
the risks to Sinclair Community College technology investments and to the 
information contained within the college’s information technology resources; 


• To protect the networking, computing, and communications infrastructure; 
• To assist in promoting safe and uninterrupted use of the college’s technological 


resources in an equitable manner for all Sinclair stakeholders; and 
• To strike a balance between ensuring that the college has the most up-to-date 


security solutions while consistently taking into account resource constraints, 







 


 


Inform
ation Technology D


ivision 
Major Accomplishments 


In
fo


rm
at


io
n 


Te
ch


no
lo


gy
 D


iv
is


io
n 


Master Plan  2004 - 2005 


                      3-71 


the requirements of academic freedom, intellectual property rights, and other 
issues related to the college’s student- centered higher education mission. 


 
Some specific requirements of the Information Security Program include: 
  


• Developing a documented tactical/project plan to meet security goals; 
• Developing, maintaining, implementing, and evaluating information security 


policies, practices, standards and procedures; 
• Developing and executing effective security awareness programs to educate 


the user community on the ethical use of information technology resources; 
• Defining and documenting levels of violations of security and required 


responses; 
• Facilitating development of a Computer Security Incident Response Team 


(CSIRT), including development and documentation of proper responses, 
responsibilities, and roles; 


• Developing internal audit and security testing procedures and processes; and 
      Identifying, formulating, and promulgating campus wide "best practices" and 


standards for security and access control to data and information systems. 
 
An Information Security Project plan was developed and submitted.  Organizational 
structure proposed and being implemented as approved.  Draft Security Program 
Framework document developed.  CSIRT team established, incident classification 
and initial response checklists drafted (other procedures under development).  
Information Security Web site established/published.  Security Awareness 
presentations under development and being published as completed, as shown in 
Figures 3-44 and 3-45. 
 
 
 
 
 
 
 
 
 
 


Figure 3-44.  Information Security Website. 







 


 


In
fo


rm
at


io
n 


Te
ch


no
lo


gy
 D


iv
is


io
n 


Major Accomplishments 
Inform


ation Technology D
ivision 


Master Plan  2004 - 2005 


3-72 


 


Figure 3-45.  Information Security - Protect Your PC. 
 
 
Actual Completion Date or Current Status:  1/12/2004 
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Major Projects for FY2004-2005 
 
Many innovative projects are in process or planned to start during FY 2004-2005.  
These projects range from development of a New Curriculum Development Support 
System and a Data Warehouse for improved reporting and Business Intelligence 
functionality to enhanced network and desktop security.  Additionally, the renovation 
of the Learning Resources Center will commence.  This section describes many of 
these major projects. 
 
Systems Development & Maintenance 
 
Following are the Major Projects for FY 2004-2005 for the Systems Development & 
Maintenance Department: 
 


• Curriculum Development Support System 
• Bookstore Point of Sale Replacement 
• Data Warehouse Implementation 
• Higher Education Information (HEI) Reporting System Redesign 
• Improved Reporting Tools 
• Web Advisor Process Implementation 
• Sponsor Billing Review and Evaluation 
• Faculty Contract/Payroll Sheet Process Revision 
• Course Applicability System (CAS) Implementation 
• Web-based College Catalog 
• Single Point of Authentication/Single Sign on Initiative 
• Administrative System Hardware & Software Upgrades 
• Non-Credit Classes in Colleague 
• Implement Revised Program/Major Codes 
• Student Success Plan Version 2.0 
• Kiosk Upgrade 
• Intranet Redesign 
• Payroll Timesheet Elimination 


 
Descriptions of these projects are presented on this and the following pages. 
 
 
Curriculum Development Support System 
 
Web Systems staff are working with the Academic Division to create a new       
Web-based system for initiating, tracking, and approving changes to courses and 
programs.  The current Keyfile system does not provide all of the functionality 
needed and stores information in a format that is not easily retrieved by other 
systems.  We are in the process of developing a Web-based system, shown in 
Figure 4-1,  that includes review and approval processes and stores information     
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in a Microsoft SQL Server database, which can subsequently serve as a central 
repository for information displayed on the Web or used in other ways.  


Figure 4-1. Curriculum Management Tool. 
 
 
Estimated Completion Date: 
 
Web Systems and the Academic Division have agreed to a spring Pilot, summer 
training and a Fall 2004 roll out of the project.  
 
 
Bookstore Point of Sale Replacement 
 
The bookstore point-of-sale (POS) system is a product supplied by a vendor that 
went bankrupt.  Staff from the original company formed a small company to support 
the system, but experience with that organization to date indicates that they may not 
be capable of supporting the product and making improvements in hardware and 
functionality.  As a result, the bookstore has begun the process of evaluating, 
selecting, and implementing a new bookstore POS system. 
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Qualitative/Quantitative Return on Investment: 
 
It is believed that support for the system will be more stable if we implement a 
system from another vendor. 
 
Estimated Completion Date: 
 
The Bookstore staff has selected Nebraska Books as their preferred vendor for the 
system.  At present we are working on procuring an interface between the bookstore 
system and Colleague for passing financial aid and sponsorship information.  Our 
current vendor has supplied a quote for a revised interface similar to the one we 
currently use.  That quote is significantly above the amount budgeted for the 
implementation, and annual support costs proposed are nearly seven times our 
current rate.  We have asked Datatel to provide a quote on developing an interface 
and are pursuing other options. 
 
Nebraska Books has provided a schedule for implementation by July 1, 2004.  This 
schedule is dependent on availability of an interface by May 2004.  At this point we 
cannot ensure that will be possible.  The final implementation date will be 
determined as we find a solution to the issue of an interface. 
 
 
Data Warehouse Implementation 
 
The development of an institutional data warehouse is the first required step in a 
series of projects designed to improve reporting capabilities at the institution and 
empower users to extract and analyze information they need to make decisions.  
Our new Database Administration and Business Intelligence Department will be 
leading this initiative.  The first application that will use data from the warehouse will 
be reporting enrollment information for the Ohio Board of Regent’s Higher Education 
Information (HEI) system. 
Qualitative/Quantitative Return on Investment: 
 
The data warehouse will improve our ability to extract information from the system.  
Further benefits are described in the following projects on HEI and reporting and 
business intelligence tools.  By moving this data and many reports off of the live 
administrative system, we can help reduce the load on that system and improve 
response times for Colleague. 
 
Estimated Completion Date: 
 
The current schedule calls for initial HEI enrollment production runs from the system 
to be available in early August, 2004. 
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Higher Education Information (HEI) Reporting System Redesign 
 
The first application for the institutional data warehouse mentioned in the previous 
project is enrollment reporting for the Ohio Board of Regent’s HEI system.  The 
purpose of the project is to transition the HEI system from the current process of 
extracting information from Colleague into “frozen” files and running a series of 
Cobol programs to extract the needed reports for HEI and internal enrollment 
reporting.  That process will be replaced by using data from the data warehouse and 
more user-friendly reporting tools for the creation of the HEI files. 
 
Qualitative/Quantitative Return on Investment: 
 
The current HEI reporting processes were designed for earlier versions of our 
administrative system.  Changes that occurred as we moved from Colleague 13 to 
Colleague 16 resulted in major problems for that process that have required the 
support of a full-time programmer for nearly two years.  Shifting this reporting to the 
data warehouse should reduce the ongoing support requirements for the existing 
HEI processes. 
 
Estimated Completion Date: 
 
The current schedule calls for initial HEI enrollment production runs from the system 
to be available in August, 2004.  Plans for other areas of HEI reporting, such as the 
personnel and facilities files, will be developed as we near completion of the 
enrollment reporting project. 
 
 
Improved Reporting Tools 
 
One of the main concerns we have had from users regarding the Colleague system 
is the inability to extract data.  The data warehouse project, described earlier, will 
allow us to extract data from the Unidata database used by Colleague into a 
Microsoft SQL database.  A greater variety of software tools exists that allow 
reporting and data analysis from Microsoft SQL.  As part of this project, our 
Database Administration and Business Intelligence staff will work with groups of 
users to identify and evaluate software packages that could be used across the 
institution for reporting on data from our systems.  Once the solution is selected and 
purchased, our staff would use those tools for internal reporting and would provide 
training sessions for those users that would like to have access to the tools. 
 
Qualitative/Quantitative Return on Investment: 
 
Increased access to information and a more user-friendly reporting tool should 
increase the decisions that are made based on data and reduce the time required 
for extracting that information. 
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Estimated Completion Date: 
 
We plan to work with users to select the tool set by June or July 2004.  Training for 
end-users would therefore be able to begin in late July or early August 2004. 
 
 
Web Advisor Process Implementation 
 
Additional processes that are available from Web Advisor, but have not yet been 
implemented include: 
 


• Financial aid status 
• Input of term grades by faculty 
• Transcript requests (with payment) 
• Graduation application 
• Employee leave summaries, position summary, and stipend summary 


 
Estimated Completion Date: 
 
Functionality for each of these processes, with the exception of grade input, has 
been made available within the test system for the setup and testing of the 
department responsible.  The schedule for implementation will be determined by 
those individual departments. 
 
The process for faculty to input grades will require coordination between 
Registration, the Academic Division, and our staff.  We have left it up to Registration 
as to when to begin that process.  
 
 
 
Sponsor Billing Review and Evaluation 
 
One of the major customizations made to the Colleague system is the custom code 
implemented to allow sponsorships to be prioritized along with other forms of 
financial aid.   The purpose of this project is to review the functionality provided in 
that customization and determine if it can be eliminated through policy changes or 
through modifications in how the system is used. 
 
Qualitative/Quantitative Return on Investment: 
 
Implementation of a revised process for prioritizing sponsorships has the potential to 
reduce the support requirements caused by this major piece of custom code.  
Because this affects how financial aid and sponsorships are transmitted to the 
student, any vendor patches related to the transmittal of funds has great impact on 
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this custom and requires programming time from both our staff and vendor custom 
programmers. 
 
Estimated Completion Date: 
 
Systems Development and Maintenance intends to begin a review of the custom 
code in April.  The goal is to determine if there are alternatives that could eliminate 
the custom processes.  Duration of the project depends on the alternative solution 
defined. 
 
 
Faculty Contract/Payroll Sheet Process Revision 
 
The current process for assigning faculty to course sections and submitting payroll 
information is extremely cumbersome and labor intensive.  It also does not take 
advantage of the full functionality provided by the Colleague system.  This project 
will consist of a review and redesign of the current process. 
 
Qualitative/Quantitative Return on Investment: 
 
Feedback from the Sinclair Leadership Council indicated that this project could 
potentially have great impact on many areas of the college. 
 
Estimated Completion Date: 
 
Because of the many policy implications of this project we need to have a project 
team established and led by someone from outside our department.  Until 
resources, capable of working through these process and policy issues, are 
identified and committed by the other areas of the college, we will not have an idea 
of the time and resources required to complete the project. 
 
 
Course Applicability System (CAS) Implementation 
 
The Board of Regents is requiring that all Ohio public institutions be “fully 
implemented” in CAS by April 2005.  An interface between Colleague and the CAS 
system was developed by Cincinnati State.  The purpose of this project is to 
implement that interface so that transfer, and possibly degree audit information can 
be passed between Sinclair’s Colleague system and CAS. 
 
Estimated Completion Date:  12/31/2004 
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Web-based College Catalog 
 
The intent of this project is to include all components of the current college catalog 
on the Web site.  Using the content-management system and database features of 
the site, the Web could then become the primary source for catalog information.  All 
updates would occur through the tools available for updating the Web site.  For the 
creation of the printed catalog, information could be extracted from the Web 
database, reformatted for printing, and the process of generating the catalog could 
be simplified. 
 
Qualitative/Quantitative Return on Investment: 
 
Automating the creation of the catalog should reduce editing and layout time.  With 
departments directly responsible for the content on the Web site, greater accuracy 
should be achieved. 
 
Estimated Completion Date: 
 
To be completed in conjunction with the catalog schedule for 2005-2006. 
 
 
Single Point of Authentication/Single Sign on Initiative 
 
The goal of this project is to have a single username and password for students, 
faculty,  and staff that would provide access to systems across campus.  We also 
plan to tie systems together so that by logging on to a single system (such as the 
my.Sinclair portal) that authentication is passed on from one system to the next so 
that users are not required to login multiple times while working with the systems of 
the college. 
 
Qualitative/Quantitative Return on Investment: 
 
Having a single username and password will reduce confusion on the part of the 
students and staff and should serve to reduce support calls to the help desk. 
 
Estimated Completion Date: 
 
Information Technology Services is currently working on an upgrade to the student 
email system that will allow integration with Active Directory.  When this is 
completed we can complete plans for implementing LDAP with Web Advisor and 
allowing all systems to use the same username and password.  Development of that 
schedule is dependent on successful completion of the LDAP integration. 
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Administrative System Hardware & Software Upgrades 
 
To improve the performance of our administrative system we are planning to make a 
number of hardware and software upgrades in the 2004-2005 fiscal year.  These 
include: 
 


• Upgrade to Unidata 6.11 
 


• Upgrade to HP Unix version 11i 
 


• Replace the current Unix servers as part of the Renewal and Replacement     
Budget cycle 


 


• Evaluate and implement the appropriate version of RAID technology for 
Unidata and Colleague on our file storage systems. 


 
Qualitative/Quantitative Return on Investment: 
 
Increased processing speed of our systems will serve to improve performance for all 
administrative system functions.  Major areas impacted include the bookstore, 
registration, bursar, processing on the Web, and telephone registration. 
 
Estimated Completion Date: 
 
Systems Development and Maintenance and Information Technology Services staff 
met and developed a sequence for implementing each of the new technologies and 
installing new hardware. 
 
1. Upgrade to Unidata 6.11 will occur first on existing test boxes and be 


implemented on the live system by August 1, 2004. 
 


2. The upgrade to HP Unix 11i will be coordinated with the receipt and installation 
of the replacement servers.  Test boxes will be completed first.  The schedule 
for the upgrade to the live systems will be dependent on the success of 
implementation on the test systems. 


 


3.    The evaluation and implementation of a revised version of RAID is dependent 
on the installation of a new storage area network system.  The schedule on that 
installation and this portion of the upgrades is yet to be determined. 


 
 
Non-Credit Classes in Colleague 
 
Non-credit classes are currently not tracked within the Colleague system.  New 
reporting requirements that are being required by the Ohio Board of Regents have 
prompted the consideration of this project for shifting registration and payment of 
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non-credit classes to Colleague.   
 
Qualitative/Quantitative Return on Investment: 
 
Shifting non-credit classes to Colleague would allow for common processes for 
students between credit and non-credit classes.  It would allow non-credit classes to 
be included on student transcripts, and would provide Web-based registration and 
payment for non-credit offerings. 
 
Estimated Completion Date: 
 
Because of the many policy implications of this project we need to have a project 
team established and led by someone from outside our department.  Until 
resources, capable of working through these process and policy issues, are 
identified and committed by the other areas of the college, the time and resources 
required to complete the project cannot be defined. 
 
  
Implement Revised Program/Major Codes 
 
A sub-committee of the College-Wide Retention committee identified issues with our 
current program and major codes within Colleague that hinder our ability to track 
students by major or academic area.  Revisions to the system have been proposed, 
but further analysis is required to determine how we should proceed to implement 
those revisions.  The sub-committee is also investigating processes through which 
students could make changes to their major. 
 
Qualitative/Quantitative Return on Investment: 
 
Revisions to the codes in the system could improve our ability to report on, track, 
and improve the retention of students 
 
Estimated Completion Date: 
 
The proposal for new codes must be further discussed and refined.  An 
implementation strategy must then be defined and a schedule developed 
accordingly. 
 
 
Student Success Plan Version 2.0 
 
The second version of the Student Success Plan is included in the requirements for 
our Title III grant.  Added functionality will include direct links with the Colleague 
administrative system and functionality for an early alert process.  Additional 
requirements are being developed by Student Services staff. 
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Qualitative/Quantitative Return on Investment: 
 
Improvements in the system should allow it to provide service to a wider range of 
students and improve college retention. 
 
Estimated Completion Date:  9/30/2004 
 
 
Kiosk Upgrade 
 
The Kiosks across campus use an outdated software application to provide services 
to students.  In addition, those services are being redeveloped within our current 
website.  The purpose of this project is to update the Kiosk functionality to a 
browser-based system and take advantage of many of the features we are building 
into the website.  Redesign of the system has started using Macromedia Flash and 
Coldfusion as the primary technologies. 
 
Estimated Completion Date:  3/31/2005 
 
 
Intranet Redesign 
 
Redesign of the front page of the college intranet was addressed in projects for 
2003-2004 (see “Intranet/President’s Bulletin Redesign”).  Other areas of the site 
could also benefit from the database and content management tools designed for 
the college Web site.  This project would make similar tools available for 
development of content for the college Intranet. 
 
Estimated Completion Date:  6/30/2005 
 
 
Payroll Timesheet Elimination 
 
The Payroll and Human Resources departments have been exploring computerized 
systems for submitting and approving payroll information.  The goal of the project 
would be to eliminate the submission of paper time sheets, providing electronic 
submission of time records, clock-in and clock-out processes for all part-time staff, 
electronic approval by supervisors, and automated uploads and downloads between 
the time tracking system and Colleague’s payroll system. 
 
Estimated Completion Date:   
 
Vendor presentations by Chronos have been completed as well as a conference call 
with another Datatel institution that is already using the system.  Funding and a 
schedule for the implementation have yet to be established. 
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Information Technology Services 
 
Following are the Major Projects for FY 2004-2005 for the Information Technology 
Services Department: 
 


• Upgrade File Servers 
• Office 2000 SP3 Upgrade 
• Upgrade Data Network Infrastructure Components 
• Upgrade Storage Area Network Infrastructure Components 
• Upgrade Voicemail System 
• Upgrade the colleague System’s Hardware Platform 
• Upgrade CIL Media Equipment 
• Implement Improved Enterprise Backup System 
• Off-Campus Remote Control 
• Implement Windows 2003 Production Server Environment 
• Network Desktop Security 
• Implement Exchange 2003 
• Pilot-Test Campus-Wide Streaming Media 
• Improved Processes for Image Deployment/Updating/Patching 
• License Metering 
• Implement Standardization of Server Images 
• Microsoft Office 2003 
• Part-Time Employee Scheduling 


 
Descriptions of these projects are presented on this and the following pages. 
 


 
Upgrade File Servers 
 
ITS maintains a plan for the annual Renewal & Replacement (R&R) of Information 
Technology infrastructure components. This plan is used to project expenditures of 
these components over a 5 year period to provide the college’s leadership with 
information to aid in budget planning. Each year, during the annual planning and 
budgeting cycle, the R&R plan is updated with any new information that would 
change expected expenditures for the coming year as well as the next 4 years. 
Each item that is identified on the R&R plan has a useful life. This useful life along 
with the total cost of the equipment, determines the funds that must be set aside 
each year to replace the equipment when it has reached it’s end of life.  
 
In 2004-05 ITS will replace 6 Windows file servers that will reach the end of their 4 
year useful life. This project will provide for the identification of the new server 
specifications, ordering, installation, and re-provisioning of other servers as required 
due to the change.  
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Estimated Completion Date:  4/15/2005 
 
  
Office 2000 SP3 Upgrade 
 
Microsoft Office 2000 is the standard office automation application installed in the 
Windows 2000 image. The Office 2000 suite contains Microsoft Word, Microsoft 
Excel, Microsoft PowerPoint, Microsoft Access, Microsoft Outlook, and Microsoft 
Internet Explorer. Occasionally Microsoft will release service packs that contain a 
number of bug fixes and enhancements to the capabilities of the office programs. 
There are a number of bug fixes in the latest service pack that will help to reduce 
several problems experienced by users on campus. 
 
This project will update all campus computers still using the Windows 2000 image to 
Office 2000 SP3 (Service Pack 3), using the Alteris software for the installation 
 
Estimated Completion Date:  12/31/2004 
 
  
Upgrade Data Network Infrastructure Components 
 
Each year ITS identifies parts of the network infrastructure that will reach the end of 
their 5 year projected useful life and develops plans for their replacement. The total 
investment in the equipment that makes up the Sinclair network is $2.4 million, but 
all of these components were purchased over many years. Also, because of 
changing technologies, equipment is upgraded to the latest versions in conjunction 
with the life cycle changes. 
 
In the next fiscal year we have identified $200,000 worth of equipment that must be 
replaced under the college’s Information Technology Renewal & Replacement 
model. Actual equipment replacements will be determined following a thorough 
evaluation of all components in concert with the overall network design strategy. 
 
Estimated Completion Date:  6/30/2005 
 
  
Upgrade Storage Area Network Infrastructure Components 
 
The Storage Area Network (SAN) is a dedicated network for data storage devices 
(i.e., disk drives, tape drives, etc.).  It is separate from the Local Area Network (LAN) 
that connects the workstations and servers.  This separation allows high-speed 
access to data and applications by the servers without impacting LAN traffic.   
 
In conjunction with the Renewal and Replacement process for our Storage Area 
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Network (SAN) disk array, the infrastructure that provides server connectivity to this 
disk array will be upgraded.  Larger SAN switches have recently become available 
that will provide higher port density and allow us to reduce the complexity of the 7 
switch environment to 2 switches, as well as lower the “per port” cost of connecting 
to the SAN. These two switches will build upon the knowledge learned in the SAN 
backup project while eliminating many of the barriers encountered in the project due 
to incompatible switch devices.  Server connections to the new switches will also be 
upgraded, enabling the infrastructure as a whole to operate at double the current 
speed while providing more robust management at the switch level. 
 
Estimated Completion Date:  9/30/2004 
 
  
Upgrade the Voicemail System 
 
The voice mail component of the Telephone system will be upgraded in FY 2004-
2005 according to the system’s 5-year useful life.  It is anticipated that the upgrade 
will not entail a total hardware replacement, but rather several software release 
upgrades to bring the system to the most current versions.  The voice mail system 
has 40 ports that carry voice traffic.  Given the current number of employees at 
Sinclair, there are no indications that additional ports are necessary. 
 
Estimated Completion Date:  9/30/2004 
 
  
Upgrade the Colleague System’s Hardware Platform 
 
During this fiscal year the server on which the Colleague administrative application 
executes will reach the end of its five-year projected life. As we have seen with other 
infrastructure components that have come up for replacement, the replacement of 
this server comes at a very appropriate time.  
 
This project will provide for the installation of a new computer that will provide much 
greater processing capability than the current system.  
  
Estimated Completion Date:  12/31/2004 
 
  
Upgrade CIL Media Equipment 
 
Media Services worked with the Distance Learning Department and our consultant, 
DS&A to develop a plan for the upgrade of multimedia and distance learning 
equipment and systems in Building 14. This plan consists of two steps: 
 


1.  Media Services will request funding for an additional DL classroom to be 
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added during FY 2004-05. This classroom will ease scheduling problems and 
enable the offering of more DL classes. Also, the addition of this classroom 
and the associated control equipment and software in the head end will 
permit us to pilot a transition from the outdated and no-longer-supported 
Synergy software to a new Crestron control system.  This will provide the 
ability to test and fine tune the new system in preparation for the conversion 
of the existing three DL rooms in the future. 
 


2.   The aging multimedia classrooms in the CIL will be upgraded with new 
equipment and will be identical to the other multimedia podium rooms across 
campus. This will facilitate the teaching/learning process by providing faculty 
with the same media equipment in the same package that they have been 
using in other campus classrooms. 


 
Estimated Completion Date:  6/30/2005 
 
  
Implement Improved Enterprise Backup System 
 
One of the most important responsibilities of the ITS department is to ensure that 
the college’s data is protected in the event of a system failure. This means that 
every one of the more than 80 file servers that contain various kinds of data must be 
backed up to tape. In the past we have experienced extreme difficulty maintaining a 
stable backup environment and have determined that a more reliable solution is 
required. 
 
This project will provide for the selection and implementation of a system to backup 
the college’s data. Additional features that are not available in the current system 
will also be investigated such as the ability to keep multiple versions of files and 
setting expiration dates on backed up data. The benefits that we hope to achieve 
through this project are faster backups, higher reliability of backups, and the ability 
to focus personnel on other critical projects. 
 
Estimated Completion Date:  10/15/2004 
 
  
Off-Campus Remote Control 
 
The quantity of Help Desk calls from off-campus users has increased with the 
support of students and the increasing number of faculty and staff accessing 
information from home. Implementing a system that would provide remote control of 
off-campus computers such as we have on-campus could speed up troubleshooting. 
This type of software would provide the Help Desk with the ability to view a client’s 
monitor and access their mouse and keyboard and save both the Help Desk and the 
client time and frustration.  Implementing off-campus remote control will result in 
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enhanced customer service and cost reduction. With this project ITS will investigate 
vendors, functionality of software and pricing.   
 
Estimated Completion Date:  6/30/2005 
 
  
Implement Windows 2003 Production Server Environment 
 
Windows 2003 Server is Microsoft’s latest server operating system.  This operating 
system has been touted as providing increased security, performance, and 
manageability over Windows 2000 Server. Information Technology Services will 
begin upgrading its 12 Domain Controllers to this new operating system during 
2004. 
 
Although the scope of this project is limited to domain controllers, new servers 
hosting new applications will use Windows 2003 Server when applicable; other 
servers will be upgraded when appropriate. 
 
Estimated Completion Date:  12/30/2004 
 
  
Network Desktop Security 
 
Last year we experienced a significant increase in the amount and sophistication of 
viral and hacker activity designed to exploit software vulnerabilities.   This increased 
activity has caused ITS to re-evaluate the mechanisms used to protect all 
technology resources.  It is no longer adequate to rely on virus scanning software 
alone to protect the network from these more sophisticated threats. 
 
The scope of this project is to evaluate, and possibly employ, emergent 
technologies to create an additional barrier of defense and/or provide faster, more 
efficient and more effective responses to these threats.  Some of the technologies 
evaluated will include, but are not limited to, the following: 
  


• ePolicy Orchestrator (ePO) – A software solution that will enable ITS to 
centrally manage and enforce anti-virus policies transparent to the users.  
This will result in increased uptime and security by not requiring users to 
reboot their PC’s to obtain anti-virus updates. 


• Entercept – A software solution installed on each PC which proactively 
monitors the PC and provides alerts to potential malicious activity.  This 
solution can help prevent unauthorized software from installing, protecting 
both PC’s and the network from becoming compromised.  This software can 
be centrally managed using ePO. 


• Desktop Firewall – This software application works in addition to the network 
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firewall to prevent PC’s from sending or receiving hostile threats from 
unauthorized network traffic or applications.  This software can be centrally 
managed using ePO. 


• User Personalized Networking (UPN)– This technology will allow more 
granular control to network access than is currently possible.  Through UPN, 
authorized users can be given the access they need to network resources 
while preventing unauthorized access or limiting authorized access to specific 
resources. 


 
Other technologies may be evaluated as they become available. 
 
Estimated Completion Date:  6/30/2005 
 
 
Implement Exchange 2003 
 
The existing email application, Microsoft Exchange 2000, will be upgraded to 
Microsoft Exchange 2003 during the next fiscal year. In addition, the servers hosting 
this application will be replaced.  These new servers will be installed using the latest 
architecture made possible by the new features in Windows 2003 Server and 
Exchange Server 2003. 
 
Microsoft Exchange Server 2003, along with Windows 2003 server, offers several 
benefits over our existing Exchange 2000 deployment.  Some of these benefits are: 
  


• Enhanced security, manageability and performance; 
• Higher availability and scalability; and 
• Enhanced functionality and interface enhancements to Outlook Web Access  


(OWA). 
 
The full benefits of Microsoft Exchange 2003 can only be realized through the use of 
Microsoft Outlook 2003 clients. This project will also establish a timeline to upgrade 
clients to Outlook 2003. 
 
Estimated Completion Date:  4/30/2005 
 
  
Pilot-Test Campus-Wide Streaming Media 
 
The scope of this project involves the design and implementation of a streaming 
media infrastructure to support the centralized deployment of streaming media 
across campus and the public Internet.  For this project, streaming media is defined 
as media (video or audio) transmitted from a server in a continuous data stream to 
an appropriate playback program for immediate display.  This continuous data 
stream can occur over the local area network or the Internet to provide anytime, 
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anywhere access to multimedia content. 
  
Many departments use multimedia content in a variety of ways.  This project will 
allow the centralized management of video and audio content thereby reducing 
costs through efficiencies of scale and allowing more widespread sharing of 
published multimedia content. This project is dependant upon capitol budget 
approval. 
 
The two identified phases for this project are: 
 


Phase 1 will be the “Assessment and Design” phase where a consultant 
would build on what the team has already accomplished and develop a 
Conceptual Design Document and implementation roadmap.   
 
Phase 2, or the “Proof of Concept” phase, would use the output from Phase 1 
to develop a Bill of Materials and implement a pilot for Video Streaming.  This 
pilot would also include developing the policies and procedures for using this 
technology.  Based on the results of this pilot, the Conceptual Design 
document would be modified to include detailed plans, procedures, and costs 
to do a campus wide rollout. 


 
Estimated Completion Date:  1/30/2005 
 
  
Improved Processes for Image Deployment/Updating/Patching 
 
Image deployment software facilitates the imaging of PCs remotely using a 
capability called IP multicasting.  Using this type of system specific applications or a 
newer version of an application could be deployed easily to a full lab of computers 
simultaneously rather than touching every computer and inserting CDs. 
 
ITS researched and tested different software packages that provide image 
deployment on campus and chose Altiris (see Altiris project from 2003-04).  ITS 
Systems Engineers and Network Application Specialists have attended vendor 
training and are currently testing this software with administrative and lab image 
deployments.  Altiris will provide ITS technicians with the ability to image a large 
quantity of PCs at once and expedite the lab PC replacement process.  Altiris will 
also allow ITS to patch PCs to keep them current with the latest fixes from Microsoft.  
Altiris provides us with a mechanism to accomplish this with a negligible impact on 
the users. 
 
Over the next year we will develop processes to leverage the capabilities of this 
system to ensure that all computers are using the same software from the time of 
the initial install until the computer is replaced. We will also develop processes to 
make sure we have an accurate and dependable inventory of all networked 
systems. 
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Estimated Completion Date:  6/30/2005 
 
  
License Metering 
 
The software that is contained in the standard Windows image is purchased by ITS 
for all administrative and academic lab PCs.  There are many software applications 
on campus that are utilized for instructional purposes and these must be metered to 
ensure we are not in violation of using more licenses than purchased.  Some of the 
benefits that can be gained through metering of software licenses include 
eliminating duplication of software purchases, cost savings that can be gained if 
more labs use the same licenses, and the ability to utilize more labs for providing 
access to a particular software application.   
 
Various applications of this type were researched and an application from Sassafras 
Software called K2 is in pilot phase.  The main advantage of this application over 
others is its efficient use of network and server resources while providing its auditing 
functions.  The main disadvantage is its cost, thus a cost/benefit analysis must be 
performed. 
 
Estimated Completion Date:  6/30/2005 
 
  
Implement Standardization of Server Images 
 
Information Technology Services regularly deploys/re-deploys servers and 
applications to support college-wide initiatives.  Due to the amount of ITS resources 
used in this deployment/re-deployment effort, this project will develop a process to 
use a software application (Altiris) to aid in the deployment of server software.  This 
software will decrease the amount of ITS resources necessary to deploy/re-deploy 
servers while providing a more consistent, standardized operating system 
installation. 
 
Estimated Completion Date:  11/30/2004 
 
  
Microsoft Office 2003 
 
Currently Sinclair has 2 standard core images.  Office 2000 is installed on PC’s with 
the Windows 2000 operating system and Office XP is installed on PC’s with 
Windows XP.  Both Office suites contain Microsoft Word, Microsoft Excel, Microsoft 
PowerPoint, Microsoft Access, Microsoft Outlook, and Microsoft Internet Explorer.  
With Microsoft rolling out a new version of the office automation applications, Office 
2003, the Instruction division needs to deploy the newest version in order to provide 
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students with the best learning tool. In Fall Quarter 2004, BIS and the Teleports will 
install Office 2003 on their lab and classroom computers under Windows XP.  This 
project will investigate the different issues relating to the deployment of multiple 
office applications, defining a process for labs to stay in sync with the newest core 
image, determine if there is a need to change the standard core Windows XP image 
to include Office 2003, or determine if there is a need for a quicker deployment of 
Windows XP with Office XP to minimize the complexity of the software environment. 
 
Estimated Completion Date:  12/31/2004 
 
  
Part-time Employee Scheduling 
 
Sinclair Community College part-time and student employees play a major role in 
providing quality customer service. One of the biggest challenges many 
departments face is creating a schedule to ensure coverage and expertise to 
specific work areas day to day, quarter by quarter. To meet these difficult demands, 
ITS is looking to provide a web based, in-house scheduling application to be used 
by multiple departments.  This automation will save departments time and therefore 
reduce the overall cost of support. 
 
Estimated Completion Date:  12/31/2004 
 
 
 
 
Information Security Office 
 
Following are the Major Projects for FY 2004-2005 for the Information Security 
Office: 
 
• Establishing/implementing an information security organization structure 
• Identification, classification, risk analysis/mitigation of information assets 
• Developing and implementing system failure and security incident management 


processes 
• Implementation of a college-wide security awareness, training, and education 


(SATE) program 
 
 
Descriptions of these projects are presented on the following pages.  
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The Major Project for the Information Security office for FY2004-2005 is the 
implementation of the Information Security Project Plan.  This Project consists of 
four fundamental processes: (1) Establishment of the information security 
organizational structure; (2) Identification, classification, and risk analysis/mitigation 
of information assets; (3) Developing and implementing system failure and security 
incident management processes; and (4) Implementation of a college-wide security 
awareness, training, and education program 
 
The overall Security program will result in the following benefits: 


• The College will meet its moral and ethical responsibilities to secure 
stakeholder information and will be in compliance with current legislative 
mandates and will have the framework established for implementing future 
mandates. 


• Sinclair stakeholders will have clear structure/points-of-contact for obtaining 
information security information, addressing Information Security questions, 
procedures, issues, and incidents. 


• Sinclair will have better understanding of critical information used and 
maintained by the College and the potential risks to the information. This will 
support decisions regarding effective and efficient administrative, technical, 
and physical controls required to protect this information. 


• Security resources will be optimally utilized by selectively implementing 
controls based on requirements of the information asset.  Resources will be 
dedicated to secure what needs to be secured and opposed to trying to 
secure everything. 


• Incident detection, response, reporting, and recovery practices will be 
established to permit the College to respond proactively and positively to 
information security incidents. 


 
Faculty, staff, and students will have a foundation for basic information security 
needs, principles, and concepts and will understand why it is important to integrate 
effective practices in their daily activities. 
 
  
Establishing/Implementing an Information Security Organization 
Structure 
 
Effective and efficient information security programs require clear direction and 
commitment from top management and administration.  Information security is an 
integrated function that requires effective organization and collaboration throughout 
the College.  To support this function, Sinclair’s Information Security Program will 
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formally establish and implement an information security organization that is 
security-focused but also balances the academic environment of convenience and 
openness.  Individual information security roles and responsibilities will be defined 
for administration, management, employees, students, and other stakeholders.  The 
program requires the establishment of teams with members who represent the 
various interests of the College and who are specifically empowered with 
information security-related responsibility and decision making authority.   
 
Qualitative/Quantitative ROI: 
 


• Roles and responsibilities of administration, management, faculty, staff, 
students, and other stakeholders will be defined and communicated   
campus-wide. 


• Role/responsibilities of the Chief Information Security Officer will be formally 
documented and communicated campus-wide. 


• Cross-functional teams will be established to address various interests of    
the College and who are specifically empowered with information security-
related responsibility and decision making authority. 


Estimated Completion Date:  12/31/2004 
 
  
Identification, classification, risk analysis/mitigation of information 
assets. 
 
The College must attempt to identify and assess reasonably foreseeable external 
and internal risks to the confidentiality, integrity, and availability of its information 
and information systems.  The information security office will identify appropriate 
tools and establish procedures for identifying and assessing such risks to relevant 
information and systems.  Major risk identification and assessment areas include 
identification and classification of information and information systems, assessment 
of employee training and management practices, information processing/systems 
risk analysis, and system failure and incident management identification processes. 
 
Qualitative/Quantitative ROI: 
 


• A working group (or groups) will be established to facilitate information asset 
identification, classification, risk analysis, and risk mitigation strategies.  The 
College will use a modified OCTAVE (developed by CERT/SEI at Carnegie 
Mellon) process as a framework. 


• Information assets owned by the College will be identified, classified, 
assigned a primary “owner” for information security purposes, and assessed 
for risk against the criteria of confidentiality, integrity, and availability, then 
classified based on criticality, vulnerability, and impact of potential loss of the 
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asset. 
• Protection strategies will be developed and implemented based on the results 


of the identification and risk analysis process. 


Estimated Completion Date:  12/10/2004 
 
  
Developing and Implementing System Failure and Security 
Incident Management Processes. 
 
Information Security incidents must be properly identified, recorded, reported, 
investigated, and assessed.  The Information Security Program establishes a 
Computer Security Incident Response Team (CSIRT) responsible for identifying, 
assessing, and responding to actual and potential system failures and information 
security incidents.  The assessment responsibilities include: defining, detecting, 
identifying, and categorizing actual and potential “incidents;” determining the impact 
of such incidents; evaluating, recommending, and implementing appropriate 
response; and developing, leading, and implementing recovery and reporting 
procedures. 
 
Qualitative/Quantitative ROI: 
  


• A Computer Security Incident Response Team (CSIRT) will be formally 
established and chartered as primarily responsible for developing and 
implementing the system failure and incident management process. 


• The CSIRT will as a minimum develop: 
ο Definitions/Classification of incidents 
ο Incident detection/reporting methods 
ο Immediate (critical) response procedures 
ο General (non-critical) response procedures 
ο Investigation strategies 
ο Reporting/documentation strategies 
ο Recovery strategies 


 
Estimated Completion Date:  7/31/2004 
 
  
Implementation of a College-wide Security Awareness, Training, 
and Education (SATE) Program. 
 
The SCC Security Awareness, Training, and Education program includes: 
 


• Establish/Develop/Maintain  an Information Security Web Site 
• Conduct campus-wide SATE needs assessment 
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• Segment audience requirements (awareness, training, education) based on 
identified needs 


• Select appropriate awareness topics 
• Prioritize awareness topics based on criticality/currency 
• Develop/Deliver awareness materials 
• Select appropriate training/education topics 
• Prioritize training/education topics 
• Facilitate development, delivery, or acquisition of training/education  materials 


and courses 
 
The information security project will also establish schedules/processes for SATE 
program monitoring and continuous improvement. 
 
Qualitative/Quantitative ROI: 
 
Nearly everyone associated with the College has some degree of access to 
information and information systems, and consequently has the potential 
(inadvertently or intentionally) to cause harm.  While technology can help mitigate 
risk to the College’s information assets, the weakest link in the information 
protection chain is people. Security awareness is the most effective and efficient 
method for protecting information and information systems.  When stakeholders 
view information security as critical requirement for success (rather than 
impediments, dumb rules or somebody else’s responsibility) they are more likely to 
recognize threats and vulnerabilities and take corrective action.  This project’s 
ultimate goal is to increase the end-user’s awareness and understanding the 
importance of information security as it impacts or potentially impacts their daily 
operations. 
 
Estimated Completion Date:  11/23/2004 
 
 
 
 


Learning Resources Center (LRC) 
 
The primary project for the LRC for FY 2004-2005 is the physical renovation and 
programmatic redefinitions of the resources contained therein.  The five major 
objectives are: 


• Improve visibility and physical access to the Learning Resources Center. 


• Correct long-standing environmental issues that compromise the operation of 
the LRC.  These include heating, ventilation and air conditioning and 
plumbing. 
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• Integrate the newest technologies into the LRC’s operation and provide a 
platform for future technology implementation. 


• Increase usage of the LRC by students, faculty, and the larger Sinclair 
Community College community. 


• Provide instructional space in other areas of the Campus by making space 
available for consolidating related functions in the LRC. 


 
 
The scope of this project is to: 
 
Return the LRC to the focal point of the academic campus as a technology 
enhanced learning resource as well as retaining the traditional resources. 
 
Image, increased utilization, and access are critical components of this project. 
 
As libraries move into the digital age, their role is constantly being challenged.  
Library space will need to be designed to accommodate computer workstations, 
scanning equipment and other user-driven technologies including storage and 
delivery technologies to provide access to digital information.  In the midst of the 
changes traditional library services will remain and continue to place demands upon 
the available library space at the SCC-LRC.  The digital promise has not removed 
the need for planning and housing the ever-expanding paper format collections. 
 
Additionally, there may be opportunity to relocate “open” computer classrooms 
(teleports) to the Learning Resources Center (LRC) and to provide improved 
physical access to the LRC from the plaza above. 
 
“Flexibility of space” is the essential element in this project to create a design that 
will permit the peaceful coexistence of resources created through advancements in 
technology.   
 
The second phase of the LRC renovation project will begin on or before May 1, 
2004, with a target completion date of September 1, 2005. 
The LRC Design Committee has been reformed and will work closely with the 
Project Manager and Architect to refine the conceptual design and begin the 
construction process. 
 
 
Estimated Completion Date:  9/1/2005 
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The Information Age organization must align itself with the accelerating pace of 
change, or it will be left in the dust.  This pace has been rapid, especially in the last 
ten years, with the incorporation of the Internet and the World Wide Web (WWW) 
into our daily mode of operation.  The rate of Internet diffusion since the creation of 
the WWW surpasses all other communication technologies. There are tens of 
millions of Americans online every day performing a wide variety of activities.  The 
Internet has become an integral part of every day life.  Ninety-four million American 
adults have Internet access, represented by an equal number of men and women.  
The Internet is used for an increasing variety of activities.  Also, there is a sharp 
increase in access to the Internet among less educated and lower income 
Americans. 
 
Many emerging technologies are dependent on, or supportive of the Internet.  
Following are brief descriptions of several of them. 
 
Nanotechnology 
 
Although the Internet has been the raison d'être for many changes, the changes that 
are destined to occur in the next ten years will be even more spectacular.  The 
major catalyst for this increased acceleration will be the derivatives of 
nanotechnology, a new, emerging field of science which is just starting to take 
shape. Uldrich and Newberry in their book, “The Next Big Thing Is Really Small: 
How nanotechnology will change the future of your business”, define 
nanotechnology as the willful manipulation of matter at the atomic level to create 
better and entirely new materials, devices, and systems.  Organizations will be 
inundated with changes heretofore never contemplated due to this emerging field of 
science. The impacts will be staggering, and even more exponential than those 
experienced with the Internet and WWW.  Nanotechnology affects so many areas of 
science that changes will start to occur in many different areas simultaneously.  
Additionally, developments in one area will catalyze developments in other areas. 
 
Computers with processors millions of times more powerful than those being used 
today will permit experimentations, simulations, and investigations which are 
virtually impossible today because of the time factor involved.  These faster 
computers and improved software will lead the way to new applications, new 
products, and possibly, entirely new businesses.  As new materials with enhanced 
electronic properties are developed, even faster computers will be created, and this 
cycle will continue well into the century. 
 
This cycle will cause revolutionary change.  An area which has been extremely slow 
to develop is language and voice translation.  With computers this powerful, this 
technology will develop quickly, and the impact on various industries could be 
momentous.  One example is the travel and vacation industry.  If language  
translation is no longer a barrier, people will feel free to visit more often and to visit 
locations previously not considered.  In fact, many believe that the technology will 
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be like having your personal set of translators accompanying you wherever you may 
go. 
 
Nanotechnology is truly a disruptive technology, and when a disruptive technology 
appears on the scene, all bets are off.  Yesterday’s winners could quickly become 
today’s losers.  Everything is subject to change.  It is the beginning of a paradigm 
shift.  In “The Structure of Scientific Revolution,” Kuhn claims that crisis is a 
necessary prerequisite to the emergence of a new theory or model (paradigm).  A 
scientific revolution is a change of world view – a new world emerges for the 
scientists.  In the traditional view, scientists see the same thing, but interpret it 
differently.  In the new world view, scientists see things in a completely different 
light.  Progress is attributable to both science and technology.  Old companies, and 
even industries may fade away as new companies and industries materialize.  If a 
computer can be developed so small as to be embedded in packaging materials or 
clothing, entirely new business paradigms will be established.  Inventory and 
product tracking will no longer be major tasks, but mere by products. 
 
Solutions to complex issues such as atmospheric chemistry, the folding of proteins, 
and gene sequencing, which have taken years to achieve, will be accomplished in 
days or hours or minutes or seconds when these exponential computing advances 
are perfected.  And who knows what will occur when reiterations of procedures can 
be performed so quickly.  New ideas will prompt new discoveries, and these new 
discoveries will foster new ideas, and so forth. 
 
Nanotechnology will revolutionize entire industries and society in general.  
According to a report issued by the National Science and Technology Council in 
2000, “The total societal impact of nanotechnology is expected to be much greater 
than silicon . . . because it is applicable in many more fields than electronics.” 
 
IBM is set to announce a new data storage device, which will have a capacity of one 
terabyte (one hundred billion bytes) of data per square inch.  This device is made up 
of a thousand nano-sized probes arranged on a silicon chip.  These probes are 
pointed at a second layer of silicon laminated with a polymer.  The probes are 
heated and poked into the polymer to make nano-indentations, which can be read 
as bits of information.  These devices will not only have a substantially increased 
storage capacity, but they will be able to access data much quicker than current 
devices, and will use less power to do so. The business impact on digital cameras, 
laptops, Personal Digit Assistants (PDAs), and cell phones will be immediate and 
significant.  The overall number of potential applications is enormous - from 
scientific research to medical diagnoses.  
 
This is just the beginning.  IBM has stated that it will be able to increase the number 
of nano-sized probes from one thousand to one million as improved polymers are 
developed.  Concurrently, HP is developing an Atomic Resolution Storage product 
to encode one bit per atom, which would provide a disk capacity one hundred million 
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times that of current disks. 
 
The amazing thing about nanotechnology is that it impacts so many other 
technologies.  It will become the symbol of a disruptive technology because it will 
spawn so many other disruptive technologies.  A good example is plastic 
semiconductors, which will substantiate the entrance of electronic paper, and this 
technology will cause disruption in a wide variety of industries, including 
newspapers, periodicals, books, and possibly radio and television, since audio and 
video can be delivered as an integral part of the electronic paper.  
 
Uldrich and Newberry predict that by 2015, the power of the nanoelectronics-based 
computers will start to approach the capacity of the human brain.  The combination 
of nanoelectronics with nanomaterials and nanosensors will facilitate the generation 
of highly sophisticated virtual-reality stations.  One potential application is an 
individualized learning station customized to meet the needs of each student. 
Rather than just read a text (paper or electronic), a chemistry student could 
augment his learning experience by watching a video of a chemical reaction.  This 
would further remove time and distance from the learning equation. 
 
Nanotechnology will cause disruptive change for many people and many industries.  
The difference between this change and previous changes is the potential scope of 
change and the speed at which the changes may occur.  The confluence of more 
powerful computers; cheap, ubiquitous sensors; and storage and transfer of 
massive amounts of data, all of which are enabled by effective development of 
nanotechnology, will eventually have a substantial influence on every conceivable 
industry.  The paradigms are starting to shift, and higher education must be 
prepared to shift with them. 
 
 
Report-Writer Software 
 
Reporting is an essential process for all types of organizations.  It helps people 
understand their organization’s performance.  It provides information which allows 
organization components to take whatever action appropriate.  In fact, it creates a 
common context for decision-making throughout the organization. 
 
There are basically two categories of reporting.  There is production reporting, which 
merges predefined report templates with large volumes of data on a scheduled 
basis to produce, publish, and distribute reports to various organization constituents. 
And, there is ad hoc reporting, which allows end-users optimum flexibility in data 
selection, formatting, sequencing, and method of delivery.  Ad hoc reports are 
typically generated in trial-and-error processes or via modifications to previously 
saved sets of statements. 
 
A major obstacle is finding a software product which accommodates both 
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categories.  Although the robust production reporting products are necessary for 
most types of organizations, they are not user-friendly.  To the contrary, they are 
extremely complicated requiring trained programmers for effective utilization.  
Typically, the IT Department struggles with a constant backlog of requests for new 
and modified reports, and the time required to develop the requested reports is too 
long to warrant user satisfaction. 
 
Correspondingly, most organizations have two categories of report users.  The 
majority are simply report consumers, who need basic reports delivered on a regular 
basis.  These reports are in turn used to facilitate the day-to-day operational 
functions of the organization.  A smaller group of users needs full interactivity, the 
ability to generate ad hoc reports in an on-demand environment in order to provide 
the foundation for rapid decision-making. 
 
The operational metrics for productivity include: an intuitive, browser-based user 
interface, conditional report layout features which adapt dynamically to the data 
content and user requirements, drag-and-drop data element selection and 
placement, a comprehensive data dictionary with alias constructs to allow for easy 
user recognition and understanding of difficult data elements, a prompting feature 
for parameters to effect multiple iterations with little or no change, and minimal user 
training requirements and IT programmer involvement. 
 
Effectiveness metrics include: different levels of features and report interaction to 
address the needs of all users – from novice to advanced, availability of all types of 
report formats such as lists, cross tabs, charts, and full-page form layout, 
accessibility to heterogeneous data sources maintained throughout the organization 
or acquired from an external source, and complex sequencing and summarization 
algorithms, which can be easily applied to the data. 
 
The operational metrics for viability include: a standard web architecture which 
provides global accessibility and 24/7 availability, adaptability to a wide variety of 
database management system products, and support for multiple hardware 
platforms and operating systems. 
 
There are many impediments to effective implementation and utilization of report-
writer software.  Among them is the fact that many end-users have no desire to 
create their own reports – they feel it’s not part of their jobs.  They are content with 
writing a request with some basic specifications and letting the assigned 
programmer stumble through the development process.  Another issue is 
intuitiveness.  Although some products are becoming more intuitive every day, most 
end-users still demand a significant amount of training and support.  Many end-
users still struggle with understanding the database structure (tables and 
relationships) and data element definitions.  Even with long, meaningful data 
element names, they have a difficult time ascertaining the context in which some 
data elements are used.  And, even if the data dictionary is comprehensive and 
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user-friendly, a huge amount of IT staff time must be devoted to keeping it that way.  
Another important factor is cost.  Good, feature-rich report-writer software is 
expensive to acquire and maintain, and whether it be an IT staff person or a power-
user, each department needs to have quick access to a support person to resolve 
minor difficulties or to explain the distinctive elements of sorting, page breaks, sub-
totaling and totaling, field suppression, and other report characteristics. 
 
Conversely, end-users, in most cases, understand what they need better than any 
programmer, and they can usually obtain the desired results through trial-and-error 
iterations easier than translating them for a programmer, thus eliminating the 
proverbial IT bottleneck.  This end-user independence also frees necessary IT 
resources for other mission-critical projects.  Additionally, end-users have a much 
better sense of what’s right.  They understand the expected results and know how to 
check the validity and reasonableness of the information much better than a 
programmer.  More importantly, programmers test things to work – end-users test 
things to fail – a totally different perspective. 
 
Generally, report-writer software is a viable technology, especially for the ad hoc 
variety of reports, enhancing productivity and effectiveness and providing the 
foundation for operational decision-making.  However, strict attention must be paid 
to the end-users’ IT quotient, the expected support requirements, the probable 
usage, and the organizational needs. 
 
 
Instant Messaging 
 
The Internet has been the catalyst for a major change in the way we communicate.  
The main choice of correspondence has migrated from letters and telephone calls to 
e-mail.  Billions of e-mail messages are transmitted daily.  In fact, the adoption of e-
mail as the communication of choice has occurred more rapidly than any other form 
to-date.  In less than 20 years, it has accelerated from an emerging technology to 
mainstream dominance. 
 
Interestingly, as the pace of our daily lives continues to increase, even e-mail might 
not be fast enough.  You can send an e-mail, which arrives at its final destination 
very quickly; however, the recipient may not be online at that time.  Additionally, 
searching through a list of e-mails, reading, replying, and sending the response may 
become too time-consuming.  This is why Instant Messaging (IM) is quickly gaining 
popularity. 
 
The future of Instant Messaging looks very bright.  It has become a prevailing 
means of communication among the younger generations (future college students), 
and now many organizations are starting to use IM for virtual conferences and 
project collaborations.  The question is no longer, “Do we implement IM to satisfy 
our students’ desires?”  It appears that IM may be the next killer application; 
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therefore, we need to consider the benefits of preparing our students for this 
changed environment. 
 
 
Voice Recognition 
 
Voice or speech recognition is the ability of a computer or program to receive and 
interpret words, or to understand and execute spoken commands.  
 
For use with computers, analog audio must be converted into digital signals. This 
requires analog-to-digital conversion. For a computer to decipher the signal, it must 
have a digital database, or vocabulary, of words or syllables, and a speedy means 
of comparing this data with signals. The speech patterns are stored on disk and 
loaded into memory when the program is run. A comparator checks these stored 
patterns against the output of the A/D converter. 
 
In practice, the size of a voice-recognition program's effective vocabulary is directly 
related to the random access memory capacity of the computer in which it is 
installed. A voice-recognition program runs many times faster if the entire 
vocabulary can be loaded into RAM, as compared with searching the disk for some 
of the matches. Processing speed is critical as well, because it affects how fast the 
computer can search the RAM for matches. 
 
All voice-recognition systems or programs make errors. Loud background noises or 
loud external conversations can produce false input. This can be avoided but only 
by using the system in a quiet room. There is also a problem with words that sound 
alike but are spelled differently and have different meanings -- for example, "eye" 
and "I."  Stored contextual information will eventually resolve this issue; however, 
this will require more RAM and faster processors than are currently available.  Of 
course, when the nanotechnology equipment becomes mainstream, voice 
recognition will also. 
 
Understanding the need for this technology may be difficult to comprehend, but think 
of the time saved if a computer reacts to voice commands rather than having to use 
the keyboard and mouse.  In many situations this could amount to an enormous 
time savings, which equates to large dollar savings.  
 
 
Radio Frequency Identification (RFID) 
 
Automatic identification, sometimes called automatic data capture, is the method of 
collecting data and entering it directly into computer systems without human 
intervention.  Technologies normally considered part of automatic identification 
include bar codes, biometrics, voice recognition, and Radio Frequency Identification 
(RFID).  RFID is a method of identifying unique items using radio waves.  Typically, 
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a reader communicates with a tag, which contains digital information in a microchip.  
The tag (microchip) contains a unique serial number and many other types of 
information.  Tags come in many forms, such as smart labels that are affixed to 
boxes; smart cards and key-chain wands that allow payments to be made; and a 
box that can be attached to a windshield to enable you to pay tolls without stopping 
at a toll booth. 
 
A possible example of how RFID tags might be used in education is Electronic 
Article Surveillance (EAS).  An EAS tag is a simple electronic tag that can be turned 
on and off.  When an item is borrowed from a library, the tag is turned off.  If 
someone passes through a gate holding an item with a tag that has not been turned 
off, an alarm sounds. 
 
 
Web Services 
 
A web service is an application that performs a business function or service.  It is 
called by another application over the LAN or the Internet.  Normally it is capable of 
implementation on a stand-alone basis, or it can be linked to other applications to 
deliver services on demand through an application program interface (API).  
Basically, a web service is program-to-program communication across the network 
with little or no user interaction.  A good example used today is the Weather 
Channel interface available on many portals.  The local temperature is delivered to 
your personalized homepage and frequently updated via a web service. 
 
Naturally, widespread use of web services will require widespread acceptance of 
interoperability standards.  Web services are built with four emerging technology 
standards: extensible markup language (XML), simple object access protocol 
(SOAP), Web services description language (WSDL), and universal description 
discovery and integration (UDDI).  Web services are all about interoperability of 
applications.  The key word above is “emerging”.  The standards are still under 
development, but the adoption rate is starting to accelerate.  Over the course of next 
few years, Web services will become mainstream technology, and the catalyst to 
future application development and integration. 
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